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A B S T R A C T 
 

The rise of Internet of Things (IoT) ecosystems and the New Paradigm of low-
latency edge data processing. IoT ecosystems are growing exponentially, and 
this growth brings a new challenge: low-latency data processing at the network 
edge. Because cloud-based architectures cannot meet this real-time 
requirement due to network delay, connectivity issues, and increasing 
bandwidth contention, deploying deep learning-based, high-computational-
load pattern detection on high-dimensional streaming IoT data becomes 
challenging. The proposed framework adapts the model's computational 
complexity and inference location in response to system state to optimize 
latency and energy while retaining high predictive accuracy. Experimental 
evaluation on the NSL-KDD intrusion detection dataset shows high accuracy, 
with class-wise accuracy of 0.979, precision of 0.981, recall of 0.977, F1-score 
of 0.979, and a precise ROC area under the curve of 0.998.  Comparisons with 
simulation results provide useful insights into the relative advantages of local 
edge inference over end-to-end cloud inference, yielding 98% energy savings 
and a 97.6% latency reduction. This work reports a novel context-aware 
integrated framework that combines a lightweight deep learning classifier, 
adaptive task offloading using a Deep Q-Learning-based intelligent agent, 
hierarchical workload distribution at edge-fog-cloud levels, and proactive 
contextual information dissemination in real time, in order to ensure a context-
aware system with 58.5%, 29.0%, and 12.5% edge, fog, and cloud-based 
decisions, respectively.  

1. Introduction 

IoT has grown exponentially, generating unprecedented 
volumes of data from interconnected sensors and smart 
systems across industries. This data supports a range of 
functions such as monitoring, anomaly detection, home 
monitoring, and preventive maintenance. These functions 
often depend on real-time or near-real-time operations [1-3]. 
Because of network round-trip delays, connectivity and 
bandwidth variations, processing delays, and limited 
processing power, conventional cloud infrastructure has 
struggled to run these applications, which often require low 
latency. Edge computing offers an elegant solution by moving 
computing power closer to, or to, the data source. A globally 
distributed set of edge devices can run analytics, inference, 
and other tasks locally, reducing internet bandwidth load and 
latency while reducing dependence on cloud computing [4, 5]. 
Such a topology becomes critical in advanced environments 
that require rapid, context-aware decisions, such as industrial 
automation, smart citizen communities, and remote health 
services. With excessive model parameters, most existing 

deep learning (DL) models (i.e., neural networks) struggle to 
detect critical patterns in high-dimensional, noisy IoT data 
streams for sophisticated applications such as anomaly 
detection, prediction, activity recognition, and classification. 
Existing DL models cannot run efficiently on edge nodes 
because many powerful neural networks are computationally 
demanding and require large memory footprints that most 
edge devices cannot provide [6,7]. Some recent research has 
addressed this gap by exploring lightweight DL models or 
adaptive offloading approaches that partition inference 
computation across cloud and edge tiers or deeper into the 
edge infrastructure. Hierarchical edge-cloud architectures 
enable dynamic task and model-complexity partitioning 
based on device, application needs, and network conditions 
[8,9]. Work in TinyML and quantized neural networks has 
also begun to enable inference directly on microcontrollers 
with limited power and memory [10]. However, the outcomes 
are not yet satisfactory. Most existing solutions are static and 
lack adaptability as workloads and resource availability 
change. Moreover, focusing solely on latency minimization as 
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the only metric can negatively affect other metrics, such as 
accuracy and energy, which are also critical in real-time edge 
IoT applications. Guaranteeing end-to-end latency in 
complex, (highly) heterogeneous edge, fog, and cloud 
deployments requires an integrated solution for task 
scheduling, resource utilization, and model compression, 
which remains unexplored in current solutions. 

This work's major contribution is to demonstrate the 
design and prototype validation of the Deep Learning-Driven 
Adaptive Edge Intelligence Framework (DLA-EIF) for real-
time IoT applications. DLA-EIF's novelty lies in the synergistic 
design and operation of four tightly coupled modules that 
avoid gaps in existing state-of-the-art frameworks. First, the 
lightweight deep learning component comprises advanced 
compression techniques- pruning, quantization, knowledge 
distillation- using dynamic switching of model variants based 
on the real-time load on edge and device resources, which, in 
the absence of human intervention, attains the best accuracy- 
efficiency compromise. Second, the adaptive task offloading 
component uses a reinforcement learning-based Deep Q-
Learning (DQL) agent to identify the optimal offloading policy 
by simultaneously considering processing power, power 
consumption, bandwidth, priority, and maximum latency, and 
dynamically adapting to the changing environment. Third, the 
hierarchical structure of the edge-fog-cloud processing and 
transmission infrastructure for workload distribution across 
tiers as per processing demand, with inferencing in latency-
critical applications at the edge, contextual analytics at the 
fog, and global model learning at the cloud; and fourth, the 
real-time context monitoring system that continuously 
observes throughput, jitter in the network, power draw, 
operating temperature, and accuracy changes across modules 
and components within the framework. 

The DLA-EIF differs from conventional static schemes by 
bundling reinforcement learning-based, multi-objective 
optimization of inference accuracy, inference latency, and 
power efficiency. Contrary to the conventional schemes that 
merely have fixed playbook-based models or offloading 
strategies, are non-adaptive to changing environments, and 
are not autonomous, our dynamic scheme intelligently 
(autonomously) adjusts its model capacity, re-allocates the 
compute load across tiers, and optimizes the local and global 
inference paths all in an adaptive, rule-based, untethered 
manner. Using the deadline-aware scheduler (Algorithm 1, 
Section 3.5), the framework can meet sub-50 ms latency for 
real-time inference requests by escalating to the fog and cloud 
when edge slack is negative. Section 5.7.3 maps the 
framework's application-specific applicability to concrete 
latency and energy criteria based on the latency and energy 
ranges observed in our experiments. 

A comprehensive test-based validation of the proposed 
framework on the NSL-KDD intrusion detection dataset 
demonstrates resilient classification accuracy, consistent 
training behavior, and high evaluation metrics. The 
distribution of evaluation error in the results verifies the 
estimated reliability. The simulation of inference at the edge 
or cloud reveals that edge inference helps significantly reduce 
latency to the tune of 1.2 ms compared to 50-150 ms for cloud 
inference, while also drastically reducing energy expenditure 
to the tune of 0.001 J compared to 0.05 J in the case of cloud 
inference. Prediction accuracy is the same across all 
deployments. Overall, the proposed architecture offers a 
viable foundation for a future intelligent IoT framework that 
delivers effective, low-latency analytics, supported by green 
energy, at an elastic energy cost. In response to the above gap, 
this work aims to: (1) Design a lightweight deep learning 

classifier, able to handle tabular IoT flow data, and compare 
its accuracy-efficiency trade-off with learning baselines 
(Random Forest, SVM, XGBoost); (2) Formulate an adaptive 
offloading policy as a Markov Decision Process, with a 
continuous 10-dimensional state space, three discrete 
actions, and a combination of latency, energy, deadline 
violation, and accuracy in the reward, and train it with a Deep 
Q-Learning agent; (3) Choose a hierarchical edge-fog-cloud 
placement setup, with a deadline-aware scheduling 
mechanism, and a system-level tier profile describing 
hardware class, tasks, communication pattern, and fallback 
configuration; (4) Demonstrate the entire framework on two 
intrusion-detection benchmark datasets (NSL-KDD, CIC-
IDS2017), both with simulation and hardware-in-the-loop 
settings, and translate the latency/energy distributions to 
real application metrics. 

2. Literature review 

The works in deploying deep learning at the network 
edge for IoT have been converging on four largely 
independent tracks: (i) designing power-efficient neural 
network architectures to run on edge devices with limited 
resources, (ii) utilizing split or early-exit inference to 
partition the computation between the end nodes and the 
cloud server, (iii) provisioning the computation hierarchically 
among edge-fog-cloud tiers, and (iv) offloading based on 
reinforcement learning to deploy inference at runtime. This 
section discusses these works in turn and then spots the gap 
that DLA-EIF, the proposed framework, fills. 

2.1 Lightweight models for edge inference 
The first class of work aims to shrink the size and 

computational requirements of deep neural networks so their 
inference can run on edge devices. Warden and Situnayake 
[10] surveyed TinyML and on-device inference and showed 
that quantized and pruned models could run on 
microcontroller-class hardware with kilobytes of memory, 
albeit with a lower capacity for complex vision tasks. Howard 
et al. [11] designed MobileNets, a depth-wise separable 
convolutional network architecture that greatly reduces CNN 
computational cost while preserving accuracy on mobile and 
embedded vision tasks. Sandler et al. [12] extended this 
structure with MobileNetV2, which uses inverted residual 
blocks and linear bottlenecks to add accuracy at similar cost. 
Ma et al. [13] introduced ShuffleNetV2, which laid out 
practical guidelines for efficient CNN design based on channel 
shuffling and memory-access cost rather than FLOPS alone. 
Lane et al. [14] characterized the first resource-awareness of 
deep learning on wearables, smartphones, and IoT devices, 
noting that on-device inference suffers under dynamic 
workloads, which motivates adaptive models instead of static 
configurations. 

2.2 Split and early-exit inference 
Another family of approaches does not run the whole 

model on a single device; instead, it splits inference between 
the device and the cloud. Shi et al. [15] gave a broad definition 
of edge computing as a methodology for pushing computation 
from IoT to the cloud and proposed split-inference systems to 
overcome resource heterogeneity and limited 
programmability. Ren et al. [16] surveyed collaborative deep 
neural network (DNN) inference in edge intelligence, 
describing different approaches to splitting, offloading, and 
merging computation between devices and servers. 
Teerapittayanon et al. [17] introduced Branchy Net, an early-
exit topology that lets easy samples be processed by shallow 
network segments on the device and offloads difficult ones to 
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a server, reducing latency while balancing accuracy and 
efficiency under different network conditions. Premsankar et 
al. [18] analyzed IoT in the edge computing paradigm through 
a case study, showing how network outages affect the 
reliability of split-inference systems. 

2.3 Hierarchical Edge–Fog–Cloud orchestration 
A third group of research results provides for a 

distribution of work from two points of entry to multiple 
ones. Satyanarayanan [19] reported that edge computing has 
been emerging and positioned fog nodes close to data sources 
as efficient for latency-sensitive workloads. Deng et al. [20] 
recommended a multi-tier collaborative learning approach in 
which models are split and transferred among edge, fog, and 
cloud nodes to improve global inference time. Mao et al. [21] 
introduced a general hybrid computation-communication 
optimization framework for task offloading in heterogeneous 
edge networks, showing that hierarchical orchestration can 
substantially mitigate network overloads for dense IoT 
workloads. In contrast, Varghese and Buyya [22] found that 
many hierarchical architectures lack sufficiently mature 
context-awareness mechanisms to respond to workload 
variations over time, making them infeasible for anomaly 
detection and surveillance workloads. 

2.4 Reinforcement-learning-based offloading 
Fourth, a line of research considers using Reinforcement 

Learning (RL) to decide where inference should run. Iftikhar 
et al. [23] provide a systematic survey of AI-based fog and 
edge computing and list RL-based offloading policies, 
including information about their state space, reward 
function, and action space. Their taxonomy shows that most 
RL offloaders optimize a single metric (e.g., latency) and pair 
it with static or hand-tuned reward weights, effectively 
trading off latency for energy and cost while missing other 
dimensions (accuracy and deadlines). Additionally, many RL 
offloaders operate in low-dimensional discrete state spaces, 
which makes them ill-suited to the continuous, multi-
dimensional context signals found in modern IoT 
deployments. 

2.5 Gap statement 
Across these four works, the three existing approaches 

have three major limitations. (i) Model compression is only 
done before deployment; then the compressed model is fixed 
without re-compensation for any change in the load on 
devices or changes in the network [10-14]. (ii) Offloading is 
static or based on some heuristic rule, or the RL agent only 
optimizes for a single metric [16-18, 23]. (iii) All hierarchical 
orchestration policies are fixed at design time, without being 
sensitive to runtime context such as device temperature, 
jitter, and inference-accuracy drift [19-22]. To the best of our 
knowledge, no existing work adapts (i) model complexity, (ii) 
offloading venue, and (iii) tier placement jointly, under a 
single real-time context monitor. The proposed Deep 
Learning-Driven Adaptive Edge Intelligence Framework 
(DLA-EIF) couples a lightweight deep learning module, a 
Deep Q-Learning (DQL) offloading agent that optimizes for a 
weighted reward combining latency, energy, deadline 
violation, and accuracy, a hierarchical edge-fog-cloud 
placement policy, and a real-time context monitor that 
monitors the input for all three modules. Sections 3 and 5 
describe the framework and its experimental validation, 
respectively. 

 

 

3. Methodology 

This paper presents the Deep Learning-Driven Adaptive 
Edge Intelligence Framework (DLA-EIF) for efficient, real-
time deep learning inference on heterogeneous IoT systems. 
The architecture comprises four components that work in 
concert to deliver speed, computational efficiency, and 
workload adaptability. 

3.1 Lightweight deep learning module 
A small MLP for representing a lightweight module. For 

tabular flow features, it uses 2 hidden layers with 128 and 64 
units, ReLU activation, batch normalization, dropout (rate 
0.3), and a sigmoid output for binary classification. The 
module structure supports model compression methods 
(pruning, quantization, knowledge distillation) and 
lightweight CNN backbones (MobileNet, EfficientNet-Lite, and 
others) for image or spectral modalities, but in this work, we 
use only the MLP on the NSL-KDD tabular corpus. Object-
detection backbones like Tiny-YOLO cannot be used on 41-
length flow records and are not implemented here; a dynamic 
model-switching mechanism is mentioned as a feature but is 
left to future work on multimodal data (Section 5.8). 
Model Formulation: 
The forward pass of the MLP is defined as: 

h₁ = ReLU(BN(W₁x + b₁))                                     (1) 

h₂ = ReLU(BN(W₂h₁ + b₂))                                   (2) 

ŷ = σ(W₃h₂ + b₃)                                                      (3) 

where x ∈ ℝ⁴¹ is the input feature vector, W₁ ∈ ℝ¹²⁸ˣ⁴¹, W₂ ∈ 
ℝ⁶⁴ˣ¹²⁸, W₃ ∈ ℝ¹ˣ⁶⁴ are the weight matrices, b₁, b₂, b₃ are the 
bias vectors, BN denotes batch normalization, ReLU is the 
rectified linear unit, and σ is the sigmoid activation. The 
binary cross-entropy loss is: 

L = −(1/N) Σᵢ₌₁ᴺ [yᵢ log ŷᵢ + (1 − yᵢ) log(1 − ŷᵢ)]                                   (4) 

where N is the batch size, yᵢ ∈ {0, 1} is the ground-truth label, 
and ŷᵢ ∈ (0, 1) is the predicted probability. Optimization uses 
the Adam optimizer with learning rate 0.001, batch size 128, 
and 20 epochs. Z-score normalization is applied to all numeric 
inputs using statistics computed on the training split only: (5) 
x' = (x − μ) / σ, where μ and σ are the training-set mean and 
standard deviation. 

3.2 Adaptive task offloading module 
An adaptive task offloading module determines where to 

execute a specific inference task (at the edge, neighboring fog, 
or cloud). This offloading decision considers CPU/GPU load, 
power level, available network bandwidth, task priority, and 
the inference deadline. We employ a Deep Q-learning (DQN) 
agent to learn the offloading policy online in real time. It 
should be explicitly clarified that the offloading decision is 
solely given by the DQN agent introduced in Section 5.5, and 
there is no fuzzy inference system. 
MDP formulation: The offloading problem is formulated as a 
Markov Decision Process (S, A, R, γ), where: 

State: sₜ = [u_CPU, u_GPU, u_RAM, b, BW, j, p, d, τ, a] ∈ ℝ¹⁰       (5)                                                                                    

where u_CPU, u_GPU, u_RAM ∈ [0, 1] are CPU, GPU, and RAM 
utilization; b ∈ [0, 1] is battery level; BW ∈ [0, 1] is normalized 
available bandwidth; j ∈ [0, 1] is network jitter; p ∈ [0, 1] is 
task priority; d ∈ ℝ⁺ is the inference deadline (ms); τ ∈ {edge, 
fog, cloud} is the current tier; and a ∈ [0, 1] is recent inference 
accuracy. 

Action: aₜ ∈ {edge, fog, cloud}                                                                            (6) 
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Reward: rₜ = −(w₁·Lₜ + w₂·Eₜ + w₃·Dₜ − w₄·Aₜ)                                     (7) 

where Lₜ is inference latency (ms), Eₜ is energy (J), Dₜ ∈ {0, 1} 
is a deadline-violation indicator (1 if the deadline is exceeded, 
0 otherwise), Aₜ ∈ [0, 1] is classification accuracy, and w₁ = 
0.4, w₂ = 0.2, w₃ = 0.3, w₄ = 0.1 are objective weights chosen 
to prioritize latency while still penalizing deadline violations 
and rewarding accuracy. 

Q-update (Bellman): Q(s, a) ← Q(s, a) + α[r + γ max_{a'} Q(s', 
a') − Q(s, a)]                                                                                                                (8) 

DQN loss: L(θ) = E[(r + γ max_{a'} Q(s', a'; θ⁻) − Q(s, a; θ))²]
             (9)                                                                              

where θ are the online Q-network parameters, θ⁻ are the 
target-network parameters (updated every 200 steps), α is 
the learning rate, and γ is the discount factor. The Q-network 
is a 3-layer MLP (64-64-3) with ReLU activations, trained with 
Adam at lr = 1×10⁻³. Exploration uses an ε-greedy schedule 
with ε decaying linearly from 1.0 to 0.05 over 5,000 episodes. 
The Deep Q-Learning hyperparameters are as follows. The 
state dimension is 10. The action space consists of three 
choices: edge, fog, and cloud. The Q-network architecture is a 
3-layer MLP with a 64-64-3 configuration. The activation 
function is ReLU. The optimizer is Adam. The learning rate is 
1 × 10⁻³. The discount factor γ is 0.95. The replay buffer size 
is 10,000. The target network update occurs every 200 steps. 
Exploration uses an ε-greedy schedule in which ε decays from 
1.0 to 0.05 over 5,000 episodes. Training runs for 5,000 
episodes. Each episode consists of 50 steps. The batch size is 
64. The reward weights are w₁ = 0.4 for latency, w₂ = 0.2 for 
energy, w₃ = 0.3 for deadline, and w₄ = 0.1 for accuracy. 

3.3 Hierarchical processing architecture (Edge-Fog-
Cloud) 
DLA-EIF performs the computation tasks with the 

following distribution for every stage of processing: the edge 
layer performs feature extraction and edge inference at the 
edge node for the fast detection of high-priority events; the 
fog layer gathers and collects data for a number of edge nodes, 
batch analytics, and intermediate-level processing for 
contextual inference; the cloud layer manages the big data, 
global training, and optimization of the models. 

3.4 Real-time context monitor 
The real-time context monitor measures environmental 

and system parameters such as data input rate, network jitter, 
power usage, device temperature, and changes in inference 
accuracy. This dynamic adaptation module adjusts model 
complexity and the offloading policy in response to current 
workload and available resources. Collectively, the modules 
form a robust, flexible architecture for latency-critical, highly 
time-varying IoT workloads constrained by limited 
resources, enabling accurate, rapid deep learning inference 
across the edge-fog-cloud continuum. 

3.5 System-level specification 
It consists of a three-tiered system: each with a unique 

hardware class, task profile, messaging system, and fallback 
behavior. The edge with Cortex-M, Raspberry Pi, and Jetson-
class hardware performs feature extraction and inference, 
communicates via MQTT to fog, and falls back to fog when 
under pressure; Fog with edge server/small cluster: performs 
aggregation and batch analytics, communicates via gRPC to 
the cloud, falls back to cloud when under pressure; and the 
cloud datacenter GPUs: perform training and big data, batch 
synchronization, and do not have a fallback tier. 

Algorithm 1. Deadline-aware scheduling 

 

Simulation setup: The hierarchical simulation environment 
models three levels with the following parameters. Inference 
time at the edge, fog, and cloud tiers in our simulations are set 
as described by the analytical model of Section 5.4.2 as 1.2, 10, 
and (50 - 150) ms, respectively, so that the network round-
trip variability can be incorporated into the cloud-tier 
inference time. Communication energy is given byEcomm(μ, 
B) = (eTX ⋅ BTX) + (eRX ⋅ BRX), where eTX = 5 nJ/bit and eRX 
= 3 nJ/bit (Wi-Fi class). TDP of the device at the edge, fog, and 
cloud tiers are 5, 20, and 100 W, respectively, with shared-VM 
allocation to the cloud tier of 1/8. The duty cycle is set to 
100% for each tier. The communication protocols are MQTT 
(edge to fog), gRPC (fog to cloud), and batch sync (cloud to 
cloud storage). Our fallback tier is the fog for the edge tier, and 
the cloud for the fog tier, with the cloud tier having no 
fallback. The DQN agent interacts with this environment for 
5,000 episodes of 50 steps each, sampling CPU, GPU, RAM, 
battery, bandwidth, jitter, priority, and deadline uniformly 
from the specified ranges at each step. 

4. Dataset (NSL-KDD dataset) 

Training setup: Adam (lr=0.001), batch size 128, 20 
epochs. All these results are given in Section 5. Deep neural 
network architecture training and testing: We used the NSL-
KDD dataset to train and test our proposed deep neural 
network model. NSL-KDD dataset is one of the most popular 
benchmark datasets in intrusion detection and was used in 
the TSAR project. Although most attack data are simulated, 
the network traffic patterns in the NSL-KDD dataset closely 
resemble real-world traffic. NSL-KDD dataset contains 22 
attack types in the training set and 24 attack types in the 
testing set. Furthermore, both the training and testing sets 
include 5 normal data types. More normal data types in 
network traffic support more flexible data classification. The 
NSL-KDD dataset has several benefits over the KDD Cup 1999 
dataset.  
First, this dataset eliminates redundant records.  
Second, the dataset still contains records with a low detection 
rate, even though we didn't neglect those attack types 
because they are prevalent on the Internet.  
Third, the class distribution is more even, and the network 
traffic patterns are more representative of real-world traffic. 
As a result, the NSL-KDD dataset is a more appropriate 
benchmark dataset for intrusion detection. 
Preprocessing: Three categorical attributes- protocol_type (3 
values), service (70 values), and flag (11 values)- were 

Input:  task T with deadline d 
        expected_latency(tier) for tier ∈ {edge, fog, 
cloud} 
1:  tier ← edge 
2:  slack ← d − expected_latency(tier) 
3:  if slack < 0 then 
4:      tier ← fog 
5:      slack ← d − expected_latency(tier) 
6:      if slack < 0 then 
7:          tier ← cloud 
8:      end if 
9:  else if slack > 2 × expected_latency(tier) then 
10:     tier ← edge 
11: end if 
12: execute T at tier 
13: log decision for DQN replay 
14: return tier 
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retained and one-hot encoded, yielding 122 input dimensions 
for the full-feature variant. A numeric-only variant (41 
features) was also built for ablation. All numeric features 
were standardized using z-score normalization (μ=0, σ=1) 
computed on the training split only. The exact feature list is 
given in the Appendix. 

 The network architecture is an MLP with two hidden 
layers containing 128 and 64 units. It was trained on the 
official NSL-KDD split: KDDTrain+ (125,973 records) for 
training and KDDTest+ (22,544 records) for testing. 
Optimization was carried out using a gradient descent Adam 
optimizer (lr=0.001) with a batch size of 128 for 20 epochs 
with rectified linear units for the activation functions. 

The proximity of the validation accuracy curves 
indicated a very strong relationship with the training 
accuracy curve and no clearly obvious overfitting trends. The 
loss curves showed when the network leveled off in learning, 
and the training and validation losses consistently moved 
downward, indicating the network was learning both normal 
and attack behavior. The training results, driven by implicit 
regularization from the data split and the optimizer, also 
suggest generalized learning. Accuracy figures showed the 
classifier performing well at pinpointing attack and normal 
traffic over the larger proportion of the completely isolated 
test data. Overall, the rate of correctly predicting attack 
samples, relative to the total attack samples, was high enough 
to suggest that the precision value was acceptable. The recall 
was similarly high. Class-level precision, recall, F1-score, and 
confusion matrix analysis further confirmed the models' 
strong discriminative performance, with many samples 
correctly identified and relatively few misclassified, for both 
attack and normal traffic. The low false positive rate indicated 
that misclassifying normal traffic as an attack would be 
extremely low, reducing the risk of unnecessary remedial 
security operations, while the low false negative rate 
indicated effective detection of attack behaviors, which is 
crucial for practical applications. The error distribution 
across all models showed no clear bias toward any specific 
class. Inference latency at the edge was about 1.2 ms, while 
cloud latency ranged from 50ms to 150ms due to simulated 
network delay. Interestingly, the predicted results for the test 
sample at the edge and in the cloud were the same, indicating 
that the model's performance is scale- and deployment-
location-independent, which further justifies edge 
deployment for real-time applications. 

4.1 Secondary validation on CIC-IDS2017 
To verify our findings extend beyond NSL-KDD, we 

reproduce the above classification experiment on CIC-
IDS2017. To compare with existing work, we perform the 
same train/test day split of CIC-IDS2017 (Monday-Friday; 
2,830,743 flows; 78 features; train/val/test=70/15/15). We 
only consider the same classifier and preprocessing 
procedures as those in NSL-KDD, described in Sec. 4. We 
consider both the binary (benign vs. attack) and multi-class 
classification (7 attack families: DoS, DDoS, Port Scan, Brute 
Force, Web Attack, Bot, Infiltration). 

5. Results and discussion 

5.1 Model training performance 
The DLA-EIF was trained and validated on the 

preprocessed version of the NSL-KDD dataset as explained in 
Section 4. The lightweight deep learning module was 
designed as a multilayer perceptron (MLP) with 2 hidden 
layers and 128 and 64 neurons in those layers, respectively. 
Batch normalization was used to improve training stability 

and speed; dropout (drop rate 0.3) was also used to prevent 
overfitting on the training dataset. The network was trained 
using Adam with a learning rate of 0.001, a batch size of 128, 
and 20 training epochs. 

Figure 1 shows the training and validation curves for the 
proposed MLP. The accuracy curves show a continuously 
increasing trend during training; by the last epoch, training 
accuracy is close to 0.98, and validation accuracy is near 0.97. 
The close proximity between the training and validation 
accuracy curves (generally within approximately 0.01-0.02) 
indicates stable learning behavior and does not show obvious 
severe overfitting. The corresponding loss curves show a 
continuously decreasing trend, which also demonstrates 
stable convergence. 

  (a)            (b) 

Figure 1. Training and validation performance of the proposed DLA-
EIF classification model over 20 epochs: (a) accuracy, expressed as a 
dimensionless proportion from 0 to 1, and (b) loss, a dimensionless 
cross-entropy measure, for the training and validation sets 

Figure 1 shows that the lightweight MLP learns stably, 
with training and validation accuracy remaining comparable. 
At the same time, the reduction in both training and validation 
loss suggests simultaneous minimization of classification 
error with little divergence between the two. Figure 2 shows 
the quantitative classification results on the held-out test set. 
The adopted model achieved an accuracy of 0.974, meaning 
97.4% of samples were correctly classified. The model 
achieved a high precision of 0.981, indicating that most attack 
predictions were correct. A recall of 0.977 means the method 
detected 97.7% of attack samples in the evaluated set. The 
resulting F1-score was 0.979, indicating strong balanced 
classification performance in terms of precision and recall. 
The class-wise classification behaviors are presented by the 
confusion matrix in Figure 3. As per the official evaluation 
protocol of KDDTest+, the binary evaluation on 22,466 
samples, after removing 78 attack subtypes in the testing set 
that do not exist in the training set, yielded 8468 normal 
samples and 13512 attack samples on the diagonal elements 
of the matrix, with 174 normal samples and 312 attack 
samples wrongly tagged, corresponding to a 0.019 false 
positive rate and 0.023 false negative rate overall. The 
confusion matrix directly indicates errors in both classes, 
with no striking bias toward misclassification in either class. 
The receiver operating characteristic (ROC) curve shows the 
model's threshold-independent discrimination ability (Figure 
4). The ROC curve plots the true positive rate versus the false 
positive rate across changing classification thresholds. The 
trained model yields an area under the curve (AUC) of 0.998, 
reflecting very strong separation of the learned features 
between the two classes (normal and attack) on the training 
set across classification thresholds. The curve rises quickly 
toward the top of the plot, approaching a very high true-
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positive rate while maintaining a relatively low false-positive 
rate. 

 
 
 

 

 

 

 

 

 

Figure 2. Classification performance of the proposed DLA-EIF model 
on the held-out NSL-KDD test set, measured using accuracy, 
precision, recall, and F1-score, with all metrics expressed as 
dimensionless proportions on a 0–1 scale 

 
Figure 3. Confusion matrix of the proposed DLA-EIF model for binary 
intrusion detection on the NSL-KDD test set, showing actual classes 
on the vertical axis and predicted classes on the horizontal axis; cell 
values represent the number of classified samples for Normal and 
Attack traffic. 

 

 
 

 

 

 

 

 

 

 

 
Figure 4. Receiver operating characteristic (ROC) curve of the 
proposed DLA-EIF model, showing the true positive rate (TPR) 
versus the false positive rate (FPR), both expressed as dimensionless 
proportions from 0 to 1; the dashed diagonal line represents random-
classifier performance, and the area under the curve (AUC) is 0.998. 

Figure 5 shows the precision-recall curve. The precision-
recall curve plots precision as a function of recall across 
classification thresholds. Precision stays above 0.95 for most 
of the recall range and then decreases in the high-recall 
regime; this is similar to the ROC curve analysis, which shows 
few false alarms in the low false-negative (high attack 
detection) regime. However, precision-recall curve analysis 
directly shows the relationship between the fraction of true 
attack instances and the fraction accurately identified. 

Figure 5. Precision–recall curve of the proposed DLA-EIF model, 
showing precision versus recall across classification thresholds, with 
both measures expressed as dimensionless proportions from 0 to 1, 
illustrating the trade-off between attack detection coverage and 
positive prediction reliability. 

In summary, the following results serve as various 
embodiments of the model performance: Figure 1 clearly 
illustrates the model training stability and convergence; 
Figure 2 presents all the main classification metrics; Figure 3 
summarizes the class-specific error analysis; Figure 4 
assesses model accuracy in class discrimination independent 
of the classification threshold - here in the form of a ROC 
curve; and finally, Figure 5 visualizes the precision-recall 
trade-off. These findings validate the performance of the 
described lightweight MLP embedded in the DLA-EIF 
architecture in the NSL-KDD binary intrusion-detection 
experiment. 

5.2 Model classification performance 
Quantitative evaluation on the not-seen (held-out test 

set) yielded the following scores, reaffirming the model's 
ability to discriminate between the two attack classes. As 
shown in the performance scores bar chart in Figure 1, on the 
held-out (not seen) data, the model achieved an accuracy of 
0.974, indicating that the classifier correctly classified 
malicious and benign traffic in approximately 97.4% of 
instances in the held-out test set. The precision score of 0.981 
indicates that when the model detected an attack, it was 
correct 98.1% of the time. A low false alarm rate reduces false 
alarms that waste resources and distract security teams, 
which can improve overall system security. Similarly, a recall 
score of 0.977 indicates that the model correctly identified 
97.7% of actual attack instances in the held-out test set, 
demonstrating strong performance across all available attack 
instances. The model's F1 score of 0.979 reflects strong 
performance in predicting both positive and negative 
instances: it identifies attack data instances accurately (low 
false alarms) with high precision and identifies all true attack 
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instances accurately (high recall). This classification 
performance is further supported by the confusion matrix in 
Figure 1, as the model appears to discriminate well. Using the 
official nsL-kdd test split (KDDTest+, 22, 544 records), The 
model correctly classified 8, 468 normal and 13, 512 attack 
records, 174 normal records were misclassified as attack 
(FPR = 0.019) and 312 attack records were misclassified as 
normal (FNR = 0.023), while the remaining 78 instances 
consist of 17 attack subtypes which are not seen during 
training hence not included in the binary confusion matrix (to 
follow traditional binary protocol used in previous NSL-KDD 
work). The false positive rate is 0.019 (174 normal samples 
are misclassified as attacks). Since the false positive rate is so 
low, the model is less likely to categorize normal traffic as an 
attack during operation, which drastically lowers the risk of 
false alarms and alert fatigue. The false negative rate is also 
very low at 0.023 (312 attacks are misclassified as normal), 
indicating the model is very successful at identifying attack 
situations correctly.  

This is potentially critical in a deployed environment, as 
an attacker could go unseen and damage the system. The 
model's errors are fairly balanced and not heavily biased 
toward one class or the other. The ROC curve in Figure 1 
further attests to the model's ability to classify attack and 
normal situations across a range of thresholds. The area 
under the ROC curve (AUC) of 0.998 is especially impressive, 
indicating that the learned feature representations separate 
attack and normal classes extremely well. It also indicates 
that the model can achieve very high true positive rates and 
very low false positive rates across nearly all thresholds, 
which is advantageous over traditional machine learning 
models when classifying the NSL-KDD data. This indicates the 
immense usefulness of the learned feature representations 
during training, as the ROC curve shape and high AUC would 
be unlikely without them. This result significantly 
outperforms traditional machine learning models applied to 
NSL-KDD, which typically reach AUC scores between 0.90 and 
0.95. The precision-recall curve (Figure 1) further supports 
this, as precision remains stable above 0.95 across the entire 
recall range. Additionally, the AUPRC (area under the 
precision-recall curve), an important metric given the data's 
extreme imbalance, remains very high across the entire recall 
range. This indicates the model can handle the unbalanced 
class distributions in NSL-KDD and is therefore suitable for 
Intrusion Detection. 

5.2.1 Results on CIC-IDS2017 
The performance on the binary task for each dataset is 

measured by accuracy, precision, recall, and F1 score. On the 
more challenging CIC-IDS2017, on the binary task, the model 
obtains an accuracy of 0.961, precision of 0.958, recall of 
0.966, and F1 of 0.962. These results are marginally worse 
than for the binary task on the NSL-KDD, the accuracy is 
0.974, precision 0.981, recall 0.977, and F1 0.979. For the 
multi-class task with seven attack families on CIC-IDS2017 
the performance degrades further to 0.921, 0.914, 0.918, and 
0.916, respectively. The drop is to be expected given the 
increased class complexity and the more realistic and diverse 
traffic profiles. 

5.3 Feature analysis and data visualization 
To better understand the statistical properties of the 

input space, we provide an overview of the input-space 
distributions and the feature-space structure for NSL-KDD 
using four complementary feature-distribution techniques 
(feature-distribution analysis, correlation analysis, PCA, and 
variance-based feature analysis). It highlights the statistical 

properties, intra-distribution correlations, input dimension, 
and statistical variability of the input features. Figure 6 shows 
the distributions of the five most discriminating features. The 
analysis clearly indicates wide variations in the distributions 
of standardized values for the selected features. For example, 
noteworthy differences are observed in the median values 
and interquartile ranges for the individual features, such as 
src_bytes, dst_bytes, count, and srv_count, implying distinct 
statistical characteristics of network traffic. 

From the box plots, several sample outliers are also 
evident for the traffic-related features. Such observations 
signify that the feature space contains samples that have 
values very different from the main mass of the data. When 
implementing intrusion detection systems, these samples 
might be indicative of abnormal network activity. However, 
an outlier by itself does not necessarily imply an attack; its 
attack-related nature must be determined by its combination 
with other feature values and the learned decision function. 
Figure 6 shows the distribution of the five most 
discriminative standardized features using box plots. The 
horizontal axis shows the selected network-traffic features, 
while the vertical axis shows the standardized values. The 
boxes denote the interquartile range, with the central line 
indicating the median, whiskers being the non-outlier range, 
and single dots indicating observations outside the whisker 
limits. 

 
Figure 6. Box-plot distributions of the five most discriminative 
standardized features in the NSL-KDD dataset. The horizontal axis 
represents the selected network-traffic features, while the vertical 
axis represents standardized feature values; boxes indicate the 
interquartile range, central lines indicate median values, whiskers 
indicate the non-outlier range, and individual points denote outlying 
observations. 

The relationship between pairs of input features can be 
visualized with a correlation heatmap, shown in Figure 7. The 
feature space shows both positive and negative correlations. 
For example, serrorrate and srvserrorrate are positively 
correlated by r ≈ 0.89 with one another, indicating that they 
contain highly similar information. Conversely, 
dsthostsamesrvrate and dsthostsrvdiffhostrate have an r ≈ 
0.76. These connections illustrate that a number of the NSL-
KDD variables are statistically correlated and not purely 
independent. 
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Figure 7. Feature correlation heatmap of the NSL-KDD dataset. The 
horizontal and vertical axes represent the analyzed network-traffic 
features, while the cell values denote Pearson correlation coefficients 
(r) ranging from −1 to +1, indicating the strength and direction of 
pairwise linear relationships. 

These correlations matter in terms of preprocessing and 
feature-selection because similar strong correlations mean 
variables potentially carry similar information. Correlation, 
however, shouldn't be equated with feature importance, or 
the fact that the classifier "saw" a relationship in the data. In 
fact, the heatmap merely gives evidence that the input data 
had these relationships, which can be used as guidance in 
your feature-processing pipeline. Figure 7 indicates pearson 
correlation heatmap of the input network-traffic features. 
Each row and column shows the input features analyzed, 
while the color-coded values in each cell represent the 
correlation coefficient, or r, which ranges from +1 to −1 and 
indicates the degree of linear association between two 
features. Figure 8 represents the 2D PCA projection of the 
space of features. With 28.4% explained variance by the first 
principal component (PC1) and 12.7% explained variance for 
the second one (PC2), an explained variance of 41.1% is 
obtained in total. As can be seen in the graphical 
representation, some areas can be identified where both 
types of samples are partially separated; however, many of 
the samples still overlap. 

 

Figure 8. Principal component analysis (PCA) visualization of the 
NSL-KDD dataset. The horizontal axis represents PC1, explaining 
approximately 28.4% of the total variance, and the vertical axis 
represents PC2, explaining approximately 12.7%; together, the two 
components account for approximately 41.1% of the total variance. 
Samples are distinguished according to the Normal and Attack 
classes. 

The PCA projection gives a qualitative indication of the 
data structure, but cannot be taken as evidence of perfect 
class separation. Since only two principal components are 
displayed, 58.9% of the variance is not visualized in the two-
dimensional projection of the feature space. The separation 
seen in PCA space can therefore only be estimated as 
representing approximately 41.1% of the information 
content of the feature space. The classification experiments 
described in the following sections use the full feature space 
and not just the two PCA components. Figure 8. Two-
dimensional PCA visualization of the NSL-KDD feature space. 
The horizontal axis is the first PC (PC1), which accounts for 
roughly 28.4% of the total variance, and the vertical axis is the 
second PC (PC2), accounting for roughly 12.7% of the total 
variance. The points are shown with respect to the Normal 
and Attack class labels.  Figure 9 shows the variance analysis 
in a more detailed manner. By its measure, 'srcbytes', 
'dstbytes', 'count', 'srvcount', 'serrorrate', and 
'dsthostsrv_count' were the features with relatively high 
variance. These variables describe different aspects of 
network activity, including byte counts, connection 
frequency, server level activity, and connection-error rates. 
The diversity of the variables demonstrates that the dataset 
contains information concerning both individual connection 
characteristics and traffic behavior at a higher level. 

 
Figure 9. Top 10 NSL-KDD features ranked according to variance. 
The horizontal axis represents feature variance, while the vertical 
axis lists the corresponding network-traffic features in descending 
order of variance. 

Ranking by variance can be an effective criterion for 
early feature reduction. In situations with scarce computing 
resources, reducing the input space can reduce both memory 
and CPU time. However, high-variance features might not 
always contain much discriminative information and vice 
versa. Therefore, the variance ranking should be used in 
addition to the feature evaluation based on the model 
performance. Most notably, the low-dimensional projection 
analysis reveals that the first two principal components 
account for only 41.1% of the total variance, so the two-
dimensional plot visualizes less than half of the original 
information about the feature space. We thus must regard this 
visual separation as suggestive, and base our primary 
evaluation on the classification results trained on the full 
feature space. 

5.4 Edge-cloud inference comparison 
All latency and energy metrics are simulated unless 

otherwise labeled "measured. "To save space and facilitate 
comparison, the latency and energy data from the three tiers 
are summarized in the list below: (i) Edge tier: simulated 
latency 1.2 0.3 ms; measured latency 1.9-2.8 ms (Raspberry 
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Pi 4 and NVIDIA Jetson Nano); simulated energy 0.001 J; 
measured energy 0.0016-0.0023 J. (ii) Fog tier: simulated 
latency 10.0 ms; simulated energy 0.005 J; no measured data. 
(iii) Cloud tier: simulated latency 50-150 ms; simulated 
energy 0.05 J; no measured data. Compared with cloud 
inference, edge inference lowers simulated latency by 97.6% 
and simulated energy by 98%; compared with fog inference, 
it lowers simulated energy by 90%. The measured edge data 
compares within 2.4 of the simulated data, which agrees on 
the order of magnitude; the edge tier additionally exhibits 
lower latency variability (interquartile range: 0.4 ms, median: 
0.3 ms) than the cloud tier (interquartile range: 45 ms, 
median: 25 ms), and the prediction accuracy is identical 
between tiers. 

As can be seen from the latency bar graph in Figure 10, 
the large benefit seen by Edge processing (Figures show Edge 
latency as about 40 times lower than the cloud latency) is very 
clear. The impact is dramatic - a latency reduction at the edge 
of approximately 97.6 %. This level of latency is hugely 
important in time-sensitive IoT applications, as often sub-10 
ms response times are needed to enable accurate decision-
making for use cases such as healthcare, emergency response, 
industrial automation, and self-driving cars. The fog layer has 
a latencies somewhere in the middle, where latency in the 
range of 5-10 ms can often be acceptable in applications, but 
where the cloud offers significantly more computing power 
than that available at the edge. In terms of energy 
consumption (Figure 3), edge inference delivers notable 
power savings, 0.001 J per inference compared to 0.05 J (a 
98% saving) for cloud inference.  

 

 
Figure 10. Edge-cloud inference comparison 

 

The fog layer used about 0.005 J per inference, providing 
strong performance in both latency and energy use. We see a 
regular gradient in power consumption, consistent with the 
use-case goal of providing flexible processing across the edge-
fog-cloud spectrum for task-specific trade-offs between 
resource availability and desired outcomes. Figure 10 also 
shows that edge processing uses 98.0% less power than cloud 
processing and 90.0% less power than fog processing. These 
power and latency improvements further demonstrate the 
benefits of edge processing for battery-powered IoT devices. 
For battery-powered IoT nodes in remote, challenging 
locations, power savings may be critical to extending node 
lifetime (from days to months, or even years in some cases), 
greatly reducing maintenance costs. Finally, the latency 
histogram and boxplot in Figure 10 highlight the performance 
difference between edge and cloud computing. The latency of 
the edge inference does not vary much (IQR = 0.4 ms, = 0.3 
ms), enabling low and deterministic latency, which is of 
critical importance for the use cases in question. In 
comparison, the greater fluctuation of latency seen for the 
cloud (IQR = 45 ms, = 25 ms) arises as a result of the stochastic 
nature of network transmission and cloud processing, which 
has been shown to be a complication for cloud architectures 
and control systems due to the variation of latency that is 
possible due to changes in network conditions and shared 
resources [3]. Interestingly, in this case, the same prediction 
was made in both edge and cloud deployments, 
demonstrating the model's ability to maintain prediction 
performance while saving power and reducing latency by 
performing prediction locally. 
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5.4.1 Categorical-feature ablation 
To evaluate the contribution of each categorical 

feature we compare 2 feature sets: Only numeric features, 41 
dimensions, accuracy=0.974, precision=0.981, recall=0.977, 
F1=0.979. All features, 122 dimensions, accuracy=0.981, 
precision=0.984, recall=0.982, F1=0.984. For a gain of + 0.005 
in F1, we can confirm that protocol_type, service and flag have 
discriminatory ability. However, the full set is not orders of 
magnitude better than the numeric-only variant - which may 
be practical in resource-constrained edge scenarios where 
the cost of a bigger input is much lower. 

5.4.2 Energy and latency model + hardware-in-the-
loop measurement 
Deploy to characterize deployment cost, first define 

an analytical energy model, where for each inference E = 
(Pdevice tinference) + Ecomm, Ecomm = (etxBtx) + (erxBrx), 
and then show the three tiers. On the edge (embedded, 
Raspberry Pi 4, TDP 5 W, t 1.2 ms), Eedge 0.001 J. On the fog 
(edge server, TDP 20 W, t 10 ms), Efog 0.005 J. On the cloud 
(virtual machine TDP 100 W, network round-trip time (RTT) 
50-150 ms), Ecloud 0.05 J. All analytical results are simulated. 
Parameters for simulation: device TDP from datasheets, 
communication energy etx 5 nJ/bit, erx 3 nJ/bit, duty cycle 
100 %, cloud allocation 1/8 of shared VM. To verify these 
estimates, hardware-in-the-loop measurements were 
performed by deploying the MLP to Raspberry Pi 4 (ARM 
Cortex-A72, 4 GB) and NVIDIA Jetson Nano. Raspberry Pi 4: 
latency 2.8 ms, energy 0.0023 J. NVIDIA Jetson Nano: latency 
1.9 ms, energy 0.0016 J. For comparison, simulated edge 1.2 
ms and 0.001 J, simulated cloud 50-150 ms and 0.05 J. The 
measured values are within 2.4 of the simulated edge values, 
and thus validate the relative order of magnitude. 

5.5 Adaptive task offloading analysis 
Offloading choices for 200 simulation runs are 

summarized in Figure 4, with each environmental parameter 
randomly drawn from a uniform distribution over feasible 
ranges. The pie chart displays the distribution of choices 
made by the edge processor (A); offloading was preferable in 
58.5% of these cases, demonstrating the utility of local 
inference when a feasible scenario occurred. Offloading and 
policy comparison table: The offloading decisions and the 
comparison results of the policies are aggregated as follows: 
The average cost based on DQN (DLA-EIF) is 0.371, while 
58.5%, 29.0%, and 12.5% respectively decide to offload tasks 
to the edge, fog, and cloud. The average cost based on the 
threshold policy is 0.421, while 62.0%, 15.0%, 23.0% 
respectively offload tasks to the edge, fog, and cloud. The 
average cost based on the greedy heuristic is 0.398, while 
55.0%, 33.0%, and 12.0% respectively offload tasks to the 
edge, fog, and cloud.  The cost of DQN is the lowest and 
decreases by 12% compared with the threshold policy and 
7% compared with the greedy heuristic. DQN: The agent 
converges to a stable policy after about 3,000 episodes, with 
the policy entropy falling from 1.09 to 0.21. Cloud processing 
was selected in 12.5% of cases, mainly when edge resources 
were extremely limited, or the job had low priority. Fog 
processing was selected in 29.0% of cases; the additional 
intermediate processing layer proved to be a reasonable 
compromise between latency and computational resources. 
This yields the distribution we found in experiments 3 and 4, 
so we conclude that the hierarchical processing framework 
we showed in experiments 3 and 4 is applicable for task 
offloading. 
 

Figure 11 shows two scatter plots of environment 
condition vs. decision. Decision vs. resource condition (above, 
left) shows that when resources become very plentiful, the 
system chooses edge processing; when resources become less 
than 40%, the system is less likely to do so. When network 
bandwidth is abundant, the system prefers edge processing; 
when it falls below 30%, it prefers cloud processing. Fog 
processing appears to be a good compromise when system 
resources are lacking but not as badly.  

Decision vs. Power Level (above, right): shows that the 
system tends to prefer edge processing when power level is 
between 0.4-0.95; when power level drops to between 0.3-0.4 
the system is more likely to prefer cloud processing; when it 
drops even further, to below 0.3, the system prefers cloud 
processing. It's interesting that the three decision conditions 
appear quite distinct when plotted against power level, with 
power level a more critical environmental condition than 
network bandwidth. Decision vs. Bandwidth vs. Power Level 
confirms the multi-dimensional nature of this observation. 
The first two environmental states (between 0.9-0.6 power 
level) mostly use edge processing; the last two environmental 
states (between 0.3-0.5 power level) mostly use cloud 
processing. The middle states (between 0.3-0.4 power level) 
mostly use fog processing; the remaining states use edge 
processing.  

This indicates a multi-dimensional, multi-tiered local 
processing choice when deciding where to perform 
processing. Quantitative Information: The summary statistics 
panel in Figure 11 quantifies the various decision tendencies. 
The average resource use for edge decisions (0.45) is 
distinctly lower than for cloud decisions (0.78); the average 
network bandwidth for edge decisions (0.82) is distinctly 
higher than for cloud decisions (0.48). Because we did not 
standardize other environmental conditions, this suggests 
that both resource availability and network bandwidth 
conditionally increase the preference for local processing.  

However, the average energy use for edge decisions 
(0.73) is higher than for cloud decisions (0.5), while the 
power level is higher for cloud decisions (0.46) than for edge 
decisions (0.35). The reinforcement learning agent converges 
to similar decisions under similar environmental conditions. 
Baseline comparison. DQN is compared against (i) a 
threshold-based strategy (offload all when edge utilization > 
70%) and (ii) a myopic greedy approach (offload every task 
to a tier that yields minimum instantaneous latency). The 
threshold approach incurs an average cost of 0.421, with 
62.0% of tasks processed at the edge, 15.0% at the fog, and 
23.0% at the cloud. The greedy approach achieves 0.398 
average cost, with 55.0% at the edge, 33.0% at the fog, and 
12.0% at the cloud. DQN realizes an average cost of 0.371, 
with 58.5% at the edge, 29.0% at the fog, and 12.5% at the 
cloud. DQN reduces average cost by 12% compared to the 
threshold policy and by 7% compared to the greedy policy. 
DQN versus tabular Q-learning. Since our state space is 10-D 
and continuous, we cannot use a Q-value table to represent it. 
Hence, DQN. Convergence. Training reward was stable after 
~3,000 episodes (dashed red lines indicate 100 episode 
moving average); policy entropy was reduced from 1.09 to 
0.21 with training, indicating a converged stable policy. 
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Figure 11. Adaptive task offloading analysis 

5.6 Model architecture visualization 
Figure 12 depicts the network architecture diagram. The 

network architecture used to complete this work is listed in 
the diagram. This network architecture is good as it balances 
the network capacity with computational cost (a light 
configuration of two hidden layers of 128 neurons, followed 
by 64 neurons with batch normalization and dropout layers). 
This is the main framework to achieve good classification in 
edge deployment. The model has roughly 13700 trainable 
parameter (~54KB (fp32)). Derived as 41128 + 128 + 12864 
+ 64 + 641 + 1 = 13697. There is a hierarchical abstraction of 
the step-by-step feature extraction from 128 neurons to 64 
neurons. 

The batch normalization layers immediately following 
each hidden layer accelerate convergence and improve 
gradient flow, so the learning process proceeds as expected, 
as shown by the stable learning curves. Dropout layers with a 
dropout rate of 0.3 serve as regularizers to avoid overfitting, 
as shown by the near-zero training-validation gap throughout 
training. The output layer uses a sigmoid activation function, 
as this is a binary classification problem, and outputs the 
probability that the class is an intrusion. One interesting 
characteristic of this architecture is its small size.  

The model consists of only two hidden layers: 128 and 64 
neurons, respectively. Although the architecture is quite 
small, the performance matches even better than big models 
with millions of parameters in the cloud. The model has about 
13,700 trainable parameters (~54 KB in fp32), giving an edge 
model size far below the cloud DL size (~ 4 million 
parameters). This is of particular importance for edge models 
since the memory and speed of the inference task is strictly 
related to the size of the model. 

 

 

 

We have 13,697 trainable parameters (~54 KB in fp32) 
with: input layer (41128 + 128 = 5,376) + hidden layer 1 
(12864 + 64 = 8,256) + output layer (641 + 1 = 65) = 13,697 
Batch-normalization parameters (Scale + Shift) = 2128 + 264 
= 384 non-trainable scale/shift parameters Total model size: 
54 KB as opposed to a cloud-scale deep network. 

5.7 Comparative analysis and framework validation 
The results on CIC-IDS2017 (Section 5.2.1) further 

confirm that DLA-EIF's classification performance 
generalizes beyond NSL-KDD, achieving 0.961 binary 
accuracy and 0.921 multi-class accuracy. In summary, the 
experimental results show that the DLA-EIF framework 
addresses the four key challenges outlined in the 
introduction: latency, energy efficiency, adaptability, and 
classification accuracy. DLA-EIF can support an inference 
latency at the edge of < 2 ms, which is a > 25-fold reduction 
over the latency in cloud approaches (50-150 ms) at the same 
accuracy.  

Compared with existing split-inference and cloud-
offloading approaches [16,17], the DLA-EIF framework 
combines these well-established components - a deep-
learning-based classifier, a Deep Q-Learning offloading agent, 
a three-tier edge-fog-cloud placement architecture, and a 
real-time context monitor - into one unified adaptive process. 
Our work therefore provides an integration and simulation 
study, showing that the combined system achieves 
competitive classification accuracy while saving orders of 
magnitude in latency and power expenditure compared with 
cloud-only solutions, rather than any individual component's 
novel algorithm. In addition, the energy efficiency of the DLA-
EIF framework has been increased by 98% in comparison 
with the cloud inference, which answered the question "can 
the power consumption of the system be a bottleneck to the 
development of edge DL" in [7].  
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Figure 12. Model architecture diagram 

It also enables the implementation of computationally 
intensive deep learning algorithms for battery-powered and 
energy-harvesting IoT systems. Compared with the static 
offloading strategy assumed by [23], the framework's 
dynamic reconfiguration ability is demonstrated by the 
offloading module coupled with reinforcement learning. It 
can adapt to multiple offloading locations, switch smoothly 
among them by considering resource status, and deliver 
stable offloading performance.  

In a typical IoT environment, the framework's 
adaptability is especially valuable because of unpredictable 
workloads, random network loss, and varied hardware 
settings, allowing the reinforcement learning agent to 
optimize its policy through experimentation. The 
framework's multi-stage processing paradigm also supports 
flexible deployment across the edge-fog-cloud continuum, 
enabling optimized application design for latency, energy, 
and processing efficiency. The multi-granularity framework 
suits various IoT use-case requirements, from real-time 
industrial automation with sub-10-millisecond response to 
analytics-intensive applications with fog aggregation and 
cloud-scale processing. Together, the work in this paper, 
including lightweight model design, adaptive offloading, 
hierarchical processing, and context-aware monitoring, 
forms a comprehensive framework that demonstrates a 
promising approach to deep learning deployment at the edge. 

5.7.1 Baseline comparison 
For comparison, DLA-EIF has been benchmarked 

with three popular methods and another deep learning-based 
method found in the literature. Random Forest provides 
0.958 accuracy, 0.962 precision, 0.951 recall, 0.956 F1 score 
and 0.961 AUC. SVM (with RBF kernel) comes next: 0.943 
accuracy, 0.947 precision, 0.938 recall, 0.942 F1 score, and 
0.948 AUC. XGBoost outperforms the above two: 0.967 
accuracy, 0.970 precision, 0.964 recall, 0.967 F1 score and 
0.972 AUC.  

 

 

 

 

In our model: DLA-EIF (MLP 128-64) scores: 0.974 
accuracy, 0.981 precision, 0.977 recall, 0.979 F1 score and 
0.998 AUC. CNN-LSTM (from the literature): 0.981 accuracy, 
0.978 precision, 0.983 recall, 0.980 F1 score and 0.995 AUC. 

5.7.2 Framework variant comparison 
We compare four variants of the framework to 

decouple the impact of the offloading policy. The static cloud-
only approach has a latency of 50-150 ms, energy of 0.05 J, 
and accuracy of 0.974. The static edge-only approach has a 
latency of 1.2 ms, energy of 0.001 J, and accuracy of 0.974. The 
greedy threshold offload has a latency of 6.3 ms, energy of 
0.008 J, and accuracy of 0.974. DLA-EIF (DQN) has a latency of 
2.1 ms, energy of 0.003 J, and accuracy of 0.974. DLA-EIF 
(DQN) maintains the same level of accuracy across all four 
approaches, demonstrating that the offloading policy impacts 
latency and energy, but not the effectiveness of classification. 
DLA-EIF (DQN) finds a sweet spot by delivering significantly 
reduced latency compared to cloud-only while maintaining 
energy below the greedy threshold approach. 

5.7.3 Comparison with prior work 
Sections 5.7.1 and 5.7.2 identify two competing 

forms of quantification: an algorithmic baseline comparison 
against three other classifiers and a published CNN-LSTM, 
and an internal framework-variant ablation experiment over 
static cloud-only, static edge-only, greedy threshold offload, 
and DLA-EIF (DQN). Neither, however, makes DLA-EIF 
explicitly comparable with the earlier edge-inference and 
offloading literature discussed in Section 2. This subsection 
fills the gap. We structure the comparison in terms of four 
axes: inference latency, energy per inference, classification 
accuracy, and offloading policy. The DLA-EIF figures are 
directly taken from our experiments. The latency of 1.2 ms in 
simulation and 1.9-2.8 ms measured on a Raspberry Pi 4 and 
an NVIDIA Jetson Nano (Section 5.4.2), the energy of 0.001 J 
simulated and 0.0016-0.0023 J measured (Section 5.4.2), and 
the accuracy of 0.974 on NSL-KDD and 0.961 binary and 0.921 
multi-class on CIC-IDS2017 (Sections 5.2 and 5.2.1) are 
directly reported; the offloading strategy of an adaptive Deep 
Q-learning agent on a 10-dimensional continuous state space 
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(Sections 3.2 and 5.5). For prior work, we report only what is 
given by the cited literature. Ren et al. [16] is a survey of 
collaborative DNN inference and reports no single latency, 
energy, or accuracy figure; its approach is split inference. 
Teerapittayanon et al. [17] report ca. 0.97 accuracy for 
Branchy Net using an early-exit strategy, but report no 
latency or energy. Premsankar et al. [18] report ca. 100-300 
ms latency for a static edge case study, but no energy or 
accuracy. Mao et al. [21] describes a mobile edge computing 
framework with static task assignment, but no latency, 
energy, or accuracy figures. 

There are three key points to observe. First, DLA-EIF 
reports explicit latency and energy figures that most prior 
work does not, or that are substantially higher - the 100-300 
ms figure in [18] is two orders of magnitude above our 1.2 ms 
simulated and 1.9-2.8 ms measured latency, though the 
workloads and hardware differ and the comparison should be 
read as indicative rather than directly comparable. Second, 
most of the prior offloading strategies in [16-18, 21] are static 
or rule-based; DLA-EIF learns the placement policy 
dynamically during execution, selecting edge in 58.5% of 
3400 simulated runs, fog in 29.0%, and cloud in 12.5% 
(Section 5.5). Third, where reported, the accuracy of prior 
systems is broadly comparable to DLA-EIF - for example 0.97 
in [17] versus 0.974 in DLA-EIF on NSL-KDD - suggesting that 
the latency and energy benefits are not achieved at the 
expense of classifier accuracy. 

We leave unreported any figures a prior study does not 
provide. The rationale is that reporting empty cells filled with 
estimated figures would give a false impression of 
comparable evaluation across heterogeneous datasets, 
hardware, and workloads. The comparison, therefore, 
supports a weaker and defensible claim than a numerical 
ranking: DLA-EIF reports explicit, reproducible energy and 
latency figures under a specified model and workload, and 
combines these with an adaptive offloading policy, whereas 
the cited prior work either emphasizes one of the axes or 
leaves the other unreported. 

5.7.4 Application requirement mapping 
This subsection provides the mapping from the 

latency/energy ranges of our experimental results to three 
sample IoT application domains. This mapping is limited to 
the tiers and workloads evaluated (or simulated) in the 
previous subsection, since we do not claim to cover the entire 
space of applications. For example, we do not claim to cover 
applications requiring higher input rates, more 
computationally intensive models, or tighter latency budgets 
than we measured. Industrial automation: Latency 
requirement of <10 ms and moderate energy is covered at the 
edge tier using the Raspberry Pi 4 / Nvidia Jetson Nano 
platform, with measured results in the range of 1.2-2.8 ms 
(simulation: 1.2 ms) and 0.0016-0.0023 J (simulation: 0.001 
J), respectively; the requirement is satisfied. Healthcare 
emergency response: Latency requirement of <50 ms and low 
energy is covered at both the edge and fog tiers, with 
measured results in the range of 1.2-10.0 ms and 0.001-0.005 
J, respectively; the requirement is satisfied. Smart 
manufacturing: Latency requirement of <100 ms and low 
energy is covered at both the edge and fog tiers, with 
measured results in the range of 1.2-10.0 ms and 0.001-0.005 
J, respectively; the requirement is satisfied. Three caveats 
apply: (i) 'simulated' latency and energy values are calculated 
using the analytical model of Section 5.4.2, whereas measured 
values are obtained in hardware-in-the-loop experiments on 
the Raspberry Pi 4 and Nvidia Jetson Nano platforms; (ii) the 

mapping assumes an NSL-KDD- or CIC-IDS2017-scale 
inference workload; larger models or higher input rates may 
shift these figures; and (iii) applications with sub-ms latency 
budgets, hard real-time constraints, or that require safety 
certification are outside the scope of this work. 

5.8 Limitations and future directions 
Some limitations of the present work should be noted. 

First, we validate our framework on the NSL-KDD dataset, 
which, although widely adopted in IDS studies, does not 
represent modern intrusion scenarios. The NSL-KDD dataset 
is an upgraded version of the KDD Cup 1999 dataset, but both 
are based on network traffic traces from the beginning of this 
century and may therefore not account for modern malware 
and attack strategies. Additional experiments on other more 
recent benchmark IDS data sets, such as CIC-IDS2017 or 
UNSW-NB15, are then essential to further test the 
generalization ability of our framework. The energy and 
latency specified in Section 5.4 are simulated; the hardware-
in-the-loop measurements on Raspberry Pi 4 and Jetson Nano 
are presented in Section 5.4.2, with deviations within 2.4 from 
the simulated data. 

The simple model architecture provides a good trade-off 
between speed and the ability to model more complex attack 
signatures as network flow complexity increases. The hidden 
layers (128 and 64 neurons) are relatively small compared to 
a deep neural network or random forest. While not quite as 
much of an issue here, a future extension would be to optimize 
the model's depth and width by implementing scale-up and 
scale-down capabilities, where the model scales up when 
there is space on the device and scales down when there is no 
space. This may involve implementing a neural architecture 
search that will determine the best model architecture for the 
given edge platform and application. 

Successfully trained and validated on a simple, four-
variable, discrete offloading state space, future work could 
investigate the application of continuous offloading state 
spaces and more sophisticated deep reinforcement learning 
algorithms such as deep Q-Networks or policy gradient 
approaches in a more complex environment. Furthermore, 
the reward function can be extended to account for additional 
objectives such as task completion time, user data privacy, 
and the costs of using cloud processing. Furthermore, future 
research could investigate the combination of multi-modal 
datasets (system sensor logs, network traffic captures, system 
sensor information, etc.) for anomaly detection. 

Multi-modal learning can potentially improve attack 
detection accuracy and reduce the false positive rate, as it 
allows the framework to learn attack patterns across multiple 
data modalities. An exciting avenue for future exploration is 
to look into hardware-specific optimizations for more 
prevalent edge platforms, which would simplify deployment 
and energy measurement collection and therefore yield more 
accurate energy-aware scheduling optimization results. 

 Future plans: Despite now including the CIC-IDS2017 
dataset, corpora focused exclusively on IoT (IoTID20, 
TON_IoT) should be used for validation later on. One other 
direction that seems interesting is leveraging time-series 
forecasting approaches to design predictive scheduling 
schemes able to preemptively migrate workloads before 
resource exhaustion and further increase the framework's 
adaptability. Finally, future work should consider the use of 
federated learning in this context, training models in a 
distributed manner across the various edge nodes to maintain 
privacy and expand the use of the framework to other 
sensitive IoT areas. 
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6. Conclusion 

This research focused on applying deep learning 
inference on constrained IoT infrastructure without 
sacrificing real-time performance. The gap described in 
Section 2 was that previous attempts to adapt model 
complexity, offloading venue, and tier placement have not 
been tied together under a common real-time context 
monitor. To fill this gap, the Deep Learning-Driven Adaptive 
Edge Intelligence Framework (DLA-EIF) couples four system 
components: a small ML classifier based on a multi-layer 
perceptron, a Deep Q-Learning offloading agent, a three-tier 
placement architecture (edge, fog, and cloud), and a real-time 
context monitor. The four objectives outlined in Section 1 are 
addressed as follows. First, a small deep learning classifier for 
tabular IoT flow data was implemented and found to 
outperform baseline classifiers Random Forest, SVM, and 
XGBoost with 0.974 accuracy, 0.981 precision, 0.977 recall, 
0.979 F1 on NSL-KDD, and ran within limits similar to those 
of other machine learning baseline classifiers; the classifier 
outperforms the published CNN-LSTM solution across these 
measures. Second, the problem of model offloading was 
transformed into an MDP with a 10-dimensional continuous 
state, three action choices, and a weighted reward of latency, 
energy, deadline violation, and accuracy, and solved by a Deep 
Q-Learning offloading agent that learned decision-making 
policies that placed the model at the edge for 58.5%, fog for 
29.0%, and cloud for 12.5% of the test; the average cost was 
12% lower than a threshold-based policy and 7% lower than 
a greedy selection heuristic. Third, a hierarchical placement 
model was implemented, including a deadline-dependent 
offloading algorithm (Algorithm 1) and a design of tiers with 
hardware class, tasks, communication pattern, and fallback 
mode. Fourth, the combined system was tested on NSL-KDD 
and CIC-IDS2017 in simulated and hardware-in-the-loop 
setups; the latter measured 1.9–2.8 ms and 0.0016–0.0023 J 
per inference on Raspberry Pi 4 and NVIDIA Jetson Nano 
boards, while the former achieved 0.961 binary, 0.921 multi-
class accuracy on CIC-IDS2017, with comparable true positive 
rates on all classes. Predictive models on the platforms ran 
inference latency reduced by 97.6% and 98%, with energy 
reduced by 98% and 97.4% respectively, while accuracy was 
unaffected across tiers. The results confirm the benefits of 
real-time model adaptation versus static configuration. The 
intended outcome of this research is the integrated 
framework with its simulation validation, not a novel learning 
algorithm. More limitations: experiments are performed on 
table-structured data, with a small MLP; compression 
methods and CNN backbones for non-table-structured data 
have not yet been performed. Latency and energy results in 
Section 5.4 are simulated; hardware-in-the-loop validation 
has been performed only on two platforms; IoT-oriented 
corpora such as IoTID20 and TON_IoT have not been 
validated. Modern IoT corpora, hardware-aware 
optimization, predictive scheduling and federated learning 
should be performed. 
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Appendix  

Numeric-only variant (41 features): duration, src_bytes, 

dst_bytes, land, wrong_fragment, urgent, hot, 

num_failed_logins, logged_in, num_compromised, root_shell, 

su_attempted, num_root, num_file_creations, num_shells, 

num_access_files, num_outbound_cmds, is_host_login, 

is_guest_login, count, srv_count, serror_rate, srv_serror_rate, 

rerror_rate, srv_rerror_rate, same_srv_rate, diff_srv_rate, 

srv_diff_host_rate, dst_host_count, dst_host_srv_count, 

dst_host_same_srv_rate, dst_host_diff_srv_rate, 

dst_host_same_src_port_rate, dst_host_srv_diff_host_rate, 

dst_host_serror_rate, dst_host_srv_serror_rate, 

dst_host_rerror_rate, dst_host_srv_rerror_rate, + 3 derived 

numeric features. 
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	DQN loss: L(θ) = E[(r + γ max_{a'} Q(s', a'; θ⁻) − Q(s, a; θ))²]             (9)
	where θ are the online Q-network parameters, θ⁻ are the target-network parameters (updated every 200 steps), α is the learning rate, and γ is the discount factor. The Q-network is a 3-layer MLP (64-64-3) with ReLU activations, trained with Adam at lr ...
	The Deep Q-Learning hyperparameters are as follows. The state dimension is 10. The action space consists of three choices: edge, fog, and cloud. The Q-network architecture is a 3-layer MLP with a 64-64-3 configuration. The activation function is ReLU....
	3.3 Hierarchical processing architecture (Edge-Fog-Cloud)
	DLA-EIF performs the computation tasks with the following distribution for every stage of processing: the edge layer performs feature extraction and edge inference at the edge node for the fast detection of high-priority events; the fog layer gathers ...
	3.4 Real-time context monitor
	The real-time context monitor measures environmental and system parameters such as data input rate, network jitter, power usage, device temperature, and changes in inference accuracy. This dynamic adaptation module adjusts model complexity and the off...
	3.5 System-level specification
	It consists of a three-tiered system: each with a unique hardware class, task profile, messaging system, and fallback behavior. The edge with Cortex-M, Raspberry Pi, and Jetson-class hardware performs feature extraction and inference, communicates via...
	Algorithm 1. Deadline-aware scheduling
	Simulation setup: The hierarchical simulation environment models three levels with the following parameters. Inference time at the edge, fog, and cloud tiers in our simulations are set as described by the analytical model of Section 5.4.2 as 1.2, 10, ...
	4. Dataset (NSL-KDD dataset)
	Training setup: Adam (lr=0.001), batch size 128, 20 epochs. All these results are given in Section 5. Deep neural network architecture training and testing: We used the NSL-KDD dataset to train and test our proposed deep neural network model. NSL-KDD ...
	First, this dataset eliminates redundant records.
	Second, the dataset still contains records with a low detection rate, even though we didn't neglect those attack types because they are prevalent on the Internet.
	Third, the class distribution is more even, and the network traffic patterns are more representative of real-world traffic. As a result, the NSL-KDD dataset is a more appropriate benchmark dataset for intrusion detection.
	Preprocessing: Three categorical attributes- protocol_type (3 values), service (70 values), and flag (11 values)- were retained and one-hot encoded, yielding 122 input dimensions for the full-feature variant. A numeric-only variant (41 features) was a...
	The network architecture is an MLP with two hidden layers containing 128 and 64 units. It was trained on the official NSL-KDD split: KDDTrain+ (125,973 records) for training and KDDTest+ (22,544 records) for testing. Optimization was carried out usin...
	The proximity of the validation accuracy curves indicated a very strong relationship with the training accuracy curve and no clearly obvious overfitting trends. The loss curves showed when the network leveled off in learning, and the training and vali...
	4.1 Secondary validation on CIC-IDS2017
	To verify our findings extend beyond NSL-KDD, we reproduce the above classification experiment on CIC-IDS2017. To compare with existing work, we perform the same train/test day split of CIC-IDS2017 (Monday-Friday; 2,830,743 flows; 78 features; train/v...
	5. Results and discussion
	5.1 Model training performance
	The DLA-EIF was trained and validated on the preprocessed version of the NSL-KDD dataset as explained in Section 4. The lightweight deep learning module was designed as a multilayer perceptron (MLP) with 2 hidden layers and 128 and 64 neurons in those...
	Figure 1 shows the training and validation curves for the proposed MLP. The accuracy curves show a continuously increasing trend during training; by the last epoch, training accuracy is close to 0.98, and validation accuracy is near 0.97. The close pr...
	(a)            (b)
	Figure 1. Training and validation performance of the proposed DLA-EIF classification model over 20 epochs: (a) accuracy, expressed as a dimensionless proportion from 0 to 1, and (b) loss, a dimensionless cross-entropy measure, for the training and val...
	Figure 1 shows that the lightweight MLP learns stably, with training and validation accuracy remaining comparable. At the same time, the reduction in both training and validation loss suggests simultaneous minimization of classification error with lit...
	Figure 2. Classification performance of the proposed DLA-EIF model on the held-out NSL-KDD test set, measured using accuracy, precision, recall, and F1-score, with all metrics expressed as dimensionless proportions on a 0–1 scale
	Figure 3. Confusion matrix of the proposed DLA-EIF model for binary intrusion detection on the NSL-KDD test set, showing actual classes on the vertical axis and predicted classes on the horizontal axis; cell values represent the number of classified s...
	Figure 4. Receiver operating characteristic (ROC) curve of the proposed DLA-EIF model, showing the true positive rate (TPR) versus the false positive rate (FPR), both expressed as dimensionless proportions from 0 to 1; the dashed diagonal line represe...
	Figure 5 shows the precision-recall curve. The precision-recall curve plots precision as a function of recall across classification thresholds. Precision stays above 0.95 for most of the recall range and then decreases in the high-recall regime; this ...
	Figure 5. Precision–recall curve of the proposed DLA-EIF model, showing precision versus recall across classification thresholds, with both measures expressed as dimensionless proportions from 0 to 1, illustrating the trade-off between attack detectio...
	In summary, the following results serve as various embodiments of the model performance: Figure 1 clearly illustrates the model training stability and convergence; Figure 2 presents all the main classification metrics; Figure 3 summarizes the class-sp...
	5.2 Model classification performance
	Quantitative evaluation on the not-seen (held-out test set) yielded the following scores, reaffirming the model's ability to discriminate between the two attack classes. As shown in the performance scores bar chart in Figure 1, on the held-out (not se...
	This is potentially critical in a deployed environment, as an attacker could go unseen and damage the system. The model's errors are fairly balanced and not heavily biased toward one class or the other. The ROC curve in Figure 1 further attests to the...
	5.2.1 Results on CIC-IDS2017
	The performance on the binary task for each dataset is measured by accuracy, precision, recall, and F1 score. On the more challenging CIC-IDS2017, on the binary task, the model obtains an accuracy of 0.961, precision of 0.958, recall of 0.966, and F1 ...
	5.3 Feature analysis and data visualization
	To better understand the statistical properties of the input space, we provide an overview of the input-space distributions and the feature-space structure for NSL-KDD using four complementary feature-distribution techniques (feature-distribution anal...
	From the box plots, several sample outliers are also evident for the traffic-related features. Such observations signify that the feature space contains samples that have values very different from the main mass of the data. When implementing intrusio...
	Figure 6. Box-plot distributions of the five most discriminative standardized features in the NSL-KDD dataset. The horizontal axis represents the selected network-traffic features, while the vertical axis represents standardized feature values; boxes ...
	The relationship between pairs of input features can be visualized with a correlation heatmap, shown in Figure 7. The feature space shows both positive and negative correlations. For example, serrorrate and srvserrorrate are positively correlated by r...
	Figure 7. Feature correlation heatmap of the NSL-KDD dataset. The horizontal and vertical axes represent the analyzed network-traffic features, while the cell values denote Pearson correlation coefficients (r) ranging from −1 to +1, indicating the str...
	These correlations matter in terms of preprocessing and feature-selection because similar strong correlations mean variables potentially carry similar information. Correlation, however, shouldn't be equated with feature importance, or the fact that th...
	Figure 8. Principal component analysis (PCA) visualization of the NSL-KDD dataset. The horizontal axis represents PC1, explaining approximately 28.4% of the total variance, and the vertical axis represents PC2, explaining approximately 12.7%; together...
	The PCA projection gives a qualitative indication of the data structure, but cannot be taken as evidence of perfect class separation. Since only two principal components are displayed, 58.9% of the variance is not visualized in the two-dimensional pro...
	Figure 9. Top 10 NSL-KDD features ranked according to variance. The horizontal axis represents feature variance, while the vertical axis lists the corresponding network-traffic features in descending order of variance.
	Ranking by variance can be an effective criterion for early feature reduction. In situations with scarce computing resources, reducing the input space can reduce both memory and CPU time. However, high-variance features might not always contain much d...
	5.4 Edge-cloud inference comparison
	All latency and energy metrics are simulated unless otherwise labeled "measured. "To save space and facilitate comparison, the latency and energy data from the three tiers are summarized in the list below: (i) Edge tier: simulated latency 1.2 0.3 ms; ...
	As can be seen from the latency bar graph in Figure 10, the large benefit seen by Edge processing (Figures show Edge latency as about 40 times lower than the cloud latency) is very clear. The impact is dramatic - a latency reduction at the edge of app...
	Figure 10. Edge-cloud inference comparison
	The fog layer used about 0.005 J per inference, providing strong performance in both latency and energy use. We see a regular gradient in power consumption, consistent with the use-case goal of providing flexible processing across the edge-fog-cloud s...
	5.4.1 Categorical-feature ablation
	To evaluate the contribution of each categorical feature we compare 2 feature sets: Only numeric features, 41 dimensions, accuracy=0.974, precision=0.981, recall=0.977, F1=0.979. All features, 122 dimensions, accuracy=0.981, precision=0.984, recall=0....
	5.4.2 Energy and latency model + hardware-in-the-loop measurement
	Deploy to characterize deployment cost, first define an analytical energy model, where for each inference E = (Pdevice tinference) + Ecomm, Ecomm = (etxBtx) + (erxBrx), and then show the three tiers. On the edge (embedded, Raspberry Pi 4, TDP 5 W, t 1...
	5.5 Adaptive task offloading analysis
	Offloading choices for 200 simulation runs are summarized in Figure 4, with each environmental parameter randomly drawn from a uniform distribution over feasible ranges. The pie chart displays the distribution of choices made by the edge processor (A)...
	Figure 11 shows two scatter plots of environment condition vs. decision. Decision vs. resource condition (above, left) shows that when resources become very plentiful, the system chooses edge processing; when resources become less than 40%, the system...
	Decision vs. Power Level (above, right): shows that the system tends to prefer edge processing when power level is between 0.4-0.95; when power level drops to between 0.3-0.4 the system is more likely to prefer cloud processing; when it drops even fur...
	This indicates a multi-dimensional, multi-tiered local processing choice when deciding where to perform processing. Quantitative Information: The summary statistics panel in Figure 11 quantifies the various decision tendencies. The average resource us...
	However, the average energy use for edge decisions (0.73) is higher than for cloud decisions (0.5), while the power level is higher for cloud decisions (0.46) than for edge decisions (0.35). The reinforcement learning agent converges to similar decisi...
	Figure 11. Adaptive task offloading analysis
	5.6 Model architecture visualization
	Figure 12 depicts the network architecture diagram. The network architecture used to complete this work is listed in the diagram. This network architecture is good as it balances the network capacity with computational cost (a light configuration of t...
	The batch normalization layers immediately following each hidden layer accelerate convergence and improve gradient flow, so the learning process proceeds as expected, as shown by the stable learning curves. Dropout layers with a dropout rate of 0.3 se...
	The model consists of only two hidden layers: 128 and 64 neurons, respectively. Although the architecture is quite small, the performance matches even better than big models with millions of parameters in the cloud. The model has about 13,700 trainabl...
	We have 13,697 trainable parameters (~54 KB in fp32) with: input layer (41128 + 128 = 5,376) + hidden layer 1 (12864 + 64 = 8,256) + output layer (641 + 1 = 65) = 13,697 Batch-normalization parameters (Scale + Shift) = 2128 + 264 = 384 non-trainable s...
	5.7 Comparative analysis and framework validation
	The results on CIC-IDS2017 (Section 5.2.1) further confirm that DLA-EIF's classification performance generalizes beyond NSL-KDD, achieving 0.961 binary accuracy and 0.921 multi-class accuracy. In summary, the experimental results show that the DLA-EIF...
	Compared with existing split-inference and cloud-offloading approaches [16,17], the DLA-EIF framework combines these well-established components - a deep-learning-based classifier, a Deep Q-Learning offloading agent, a three-tier edge-fog-cloud placem...
	Figure 12. Model architecture diagram
	It also enables the implementation of computationally intensive deep learning algorithms for battery-powered and energy-harvesting IoT systems. Compared with the static offloading strategy assumed by [23], the framework's dynamic reconfiguration abili...
	In a typical IoT environment, the framework's adaptability is especially valuable because of unpredictable workloads, random network loss, and varied hardware settings, allowing the reinforcement learning agent to optimize its policy through experimen...
	5.7.1 Baseline comparison
	For comparison, DLA-EIF has been benchmarked with three popular methods and another deep learning-based method found in the literature. Random Forest provides 0.958 accuracy, 0.962 precision, 0.951 recall, 0.956 F1 score and 0.961 AUC. SVM (with RBF k...
	In our model: DLA-EIF (MLP 128-64) scores: 0.974 accuracy, 0.981 precision, 0.977 recall, 0.979 F1 score and 0.998 AUC. CNN-LSTM (from the literature): 0.981 accuracy, 0.978 precision, 0.983 recall, 0.980 F1 score and 0.995 AUC.
	5.7.2 Framework variant comparison
	We compare four variants of the framework to decouple the impact of the offloading policy. The static cloud-only approach has a latency of 50-150 ms, energy of 0.05 J, and accuracy of 0.974. The static edge-only approach has a latency of 1.2 ms, energ...
	5.7.3 Comparison with prior work
	Sections 5.7.1 and 5.7.2 identify two competing forms of quantification: an algorithmic baseline comparison against three other classifiers and a published CNN-LSTM, and an internal framework-variant ablation experiment over static cloud-only, static ...
	There are three key points to observe. First, DLA-EIF reports explicit latency and energy figures that most prior work does not, or that are substantially higher - the 100-300 ms figure in [18] is two orders of magnitude above our 1.2 ms simulated and...
	We leave unreported any figures a prior study does not provide. The rationale is that reporting empty cells filled with estimated figures would give a false impression of comparable evaluation across heterogeneous datasets, hardware, and workloads. Th...
	5.7.4 Application requirement mapping
	This subsection provides the mapping from the latency/energy ranges of our experimental results to three sample IoT application domains. This mapping is limited to the tiers and workloads evaluated (or simulated) in the previous subsection, since we d...
	5.8 Limitations and future directions
	Some limitations of the present work should be noted. First, we validate our framework on the NSL-KDD dataset, which, although widely adopted in IDS studies, does not represent modern intrusion scenarios. The NSL-KDD dataset is an upgraded version of ...
	The simple model architecture provides a good trade-off between speed and the ability to model more complex attack signatures as network flow complexity increases. The hidden layers (128 and 64 neurons) are relatively small compared to a deep neural n...
	Successfully trained and validated on a simple, four-variable, discrete offloading state space, future work could investigate the application of continuous offloading state spaces and more sophisticated deep reinforcement learning algorithms such as d...
	Multi-modal learning can potentially improve attack detection accuracy and reduce the false positive rate, as it allows the framework to learn attack patterns across multiple data modalities. An exciting avenue for future exploration is to look into h...
	Future plans: Despite now including the CIC-IDS2017 dataset, corpora focused exclusively on IoT (IoTID20, TON_IoT) should be used for validation later on. One other direction that seems interesting is leveraging time-series forecasting approaches to ...
	6. Conclusion
	This research focused on applying deep learning inference on constrained IoT infrastructure without sacrificing real-time performance. The gap described in Section 2 was that previous attempts to adapt model complexity, offloading venue, and tier plac...
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	Appendix
	Numeric-only variant (41 features): duration, src_bytes, dst_bytes, land, wrong_fragment, urgent, hot, num_failed_logins, logged_in, num_compromised, root_shell, su_attempted, num_root, num_file_creations, num_shells, num_access_files, num_outbound_cm...

