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A B S T R A C T 
 

Mobile Ad hoc Networks remain vulnerable to a wide range of security threats, 
yet existing MANET security reviews provide fragmented insight into how 
recent studies frame security problems, model threats, and report design 
choices. This descriptive systematic review follows PRISMA guidelines and 
examines MANET security studies published between January and August 
2025. A total of 51 studies were analyzed using a structured coding process 
covering security themes, attack types, defense techniques, threat modeling 
assumptions, detection logic, and reporting completeness. The results show 
convergence around a limited set of recurring attack models and reusable 
defense patterns. Both machine learning and deep learning, along with 
detection-oriented, trust-based, and optimization techniques, appear across 
multiple security themes rather than being confined to a single problem 
framing. However, threat specification, detection target definition, and trust 
design reporting are often incomplete or inconsistent, which limits 
reproducibility and cross-study comparison. Evaluation orientation, including 
performance metrics and experimental validation practices, is identified as an 
important direction for future work. 

1. Introduction 

Artificial Mobile Ad hoc Networks (MANETs) enable 
peer-to-peer, multi-hop communication without fixed 
infrastructure or centralized administration. This flexibility 
supports networking in mobility-heavy and infrastructure-
disrupted settings, but it weakens conventional security 
boundaries. The open wireless medium, rapid topology 
change, and reliance on cooperative operation create 
conditions where compromised or malicious nodes can 
interfere with communication while blending into normal 
network behavior [1]. MANET security concerns extend 
beyond any single protocol layer or one class of defenses. 
Studies address threats that target routing control, packet 
forwarding, identity and reputation, and service availability. 
Attacks such as blackhole and wormhole remain prominent 
because they exploit protocol assumptions and can degrade 
connectivity with limited external visibility [2,3]. Still, attack 
labels are not self-explanatory. The same-named attack can 
be modeled with different behaviors, attacker capabilities, 
and observables. That variation changes what a proposed 

defense is actually intended to detect or prevent [4,5]. The 
defense landscape is equally diverse. MANET security 
research spans cryptographic protection and authentication, 
intrusion and anomaly detection, trust management, and 
integrated approaches that combine multiple mechanisms 
within one architecture [6]. Trust-centered security is often 
motivated by decentralization because trust converts 
observed or reported behavior into decision logic that can 
influence cooperation, control, isolation, or routing 
preference [7]. Detection-centered designs also remain 
necessary because purely preventive controls can be 
bypassed when insiders participate in routing and forwarding 
processes [8]. As hybrid designs become more common, 
synthesis becomes harder when studies do not state threat 
assumptions, malicious behaviors, and detection targets with 
consistent technical clarity. This review is therefore framed 
around what recent MANET security studies explicitly report 
at the security-design level. The synthesis emphasizes how 
studies describe attacks and adversary assumptions, how 
they define detection logic and evidence, and how trust is 
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specified when it is used as a security decision construct. 
More broadly, MANET research continues to develop 
adaptive, multi-factor decision logic for protocol design, 
including energy-aware routing variants that are often later 
extended to security-aware or trust-aware [9–11]. By 
consolidating how security is articulated across studies and 
defense families, this review clarifies where the literature is 
precise versus underspecified and supports more consistent, 
verifiable, and technically comparable MANET security 
research. 

1.1 MANET security 
Figure 1 presents the major attacks that occur at the 

different layers of a MANET. These attacks arise because 
MANETs operate in open, decentralized environments in 
which nodes cannot rely on fixed protection boundaries [12]. 
At the application layer, adversaries may corrupt data or 
insert malicious code, including viruses and worms [13]. 
Some nodes may also deny their actions, making 
accountability difficult [14]. These threats reduce data 
integrity and weaken application-level trust. 

 
Figure 1. Attacks at the various layers of a MANET [21] 

At the transport layer, attackers target end-to-end 
communication. Jellyfish attacks delay, reorder, or drop 
packets. SYN-based disruption affects the setup of 
connections [14]. Session hijacking occurs when an attacker 
intercepts a session and spoofs the identity of a 
communicating node. Attackers may also disrupt reception by 
monitoring the wireless medium to identify the frequency 
used by the destination and then transmitting on that 
frequency to block legitimate signals. These threats disturb 
transport reliability. The network layer remains the most 
targeted layer. Attacks such as black hole, grey hole, sinkhole, 
and wormhole mislead routing protocols by advertising false 
paths. Flooding attacks generate excessive control packets 

[15]. Rushing attacks suppress legitimate route replies [16]. 
Replay attacks reuse captured routing information. Sybil 
attacks use multiple fake identities. Message fabrication and 
routing table poisoning can alter or create false routing 
entries [17]. Resource-consumption attacks drain node 
energy by forcing unnecessary transmissions [18]. These 
activities compromise routing accuracy and packet delivery. 

At the MAC layer, attackers disrupt medium access and 
forwarding coordination. Traffic-analysis attacks expose 
communication patterns [19]. Selfish behaviour reduces 
cooperation among nodes. MAC-focused interference affects 
fair access to the channel. Bandwidth-stealth behaviour 
covertly occupies channel resources. Weaknesses in WEP can 
be exploited to bypass confidentiality [14]. Nodes may also be 
monitored by verifying and auditing packet transactions and 
other activities to infer behavior and expose operational 
details. These threats weaken shared-medium efficiency. The 
physical layer is exposed to direct manipulation of wireless 
signals. Jamming and active interference prevent legitimate 
transmissions [12,14]. Eavesdropping captures radio signals 
without detection [20]. Impersonation misleads nearby 
nodes by altering identity information [15]. Replay attacks at 
this layer reuse previously captured signals. Man-in-the-
middle attackers may also intercept and monitor 
communication between two nodes, impersonating either 
endpoint to manipulate the exchange. These threats weaken 
availability and confidentiality at the lowest communication 
layer. 

1.2 Objectives 
• To classify MANET security studies into dominant security 

themes and attack types based on their stated focus. 
• To analyze patterns of technique-use and integration 

across the identified security themes. 
• To examine how threats are modeled and how detection 

logic is specified within the reviewed studies. 
• To assess the rigor and completeness of reported security 

and trust design elements. 

1.3 Methodology 
This study adopts a descriptive systematic literature 

review design to examine how MANET security research 
conceptualizes threats, specifies detection logic, and 
documents defense mechanisms. The review analyzes 
thematic organization, technique-use patterns, threat 
modeling practices, and reporting rigor, without engaging in 
performance comparison. 

The literature search was conducted in 2025 using 
Google Scholar as a discovery tool to ensure broad and 
unbiased coverage across publishers. Google Scholar was 
used strictly for record identification. All included articles 
were subsequently retrieved in full from their original 
publisher platforms, and the publisher of each study was 
recorded explicitly in the dataset. The final corpus spans 
multiple publishers, including Elsevier, IEEE, Springer 
Nature, John Wiley & Sons, and several smaller academic 
presses. Figure 2 presents the distribution of studies by 
publisher platform.  

Studies were included if they focused explicitly on 
MANET security, proposed or analyzed a security mechanism, 
and were published as peer-reviewed full-text articles. Only 
studies providing sufficient technical detail to support 
structured extraction were retained. Records were excluded 
if they were duplicates, outside the MANET context, non-
security focused, or unavailable in full text. Implementation 
was defined as a security mechanism validated through 
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simulation, experimentation, or measurable analytical 
verification. Conceptual proposals without implementation 
or validation were excluded. 

After duplicate removal, 270 records were screened at 
the title and abstract level. Screening was performed 
independently by two reviewers using the predefined 
eligibility criteria. Disagreements were resolved through 
discussion before full-text assessment. Inter-rater reliability 
was assessed using Cohen’s kappa on the screened set. Out of 
270 records, 265 decisions were concordant, and 5 were 
discordant, yielding an observed agreement of 98.15% and a 
Cohen’s κ of 0.9425, indicating near-perfect agreement. 
Following screening, 51 full-text articles were assessed for 
eligibility and included in the final review. The selection 
process is summarized using a PRISMA flow diagram shown 
in Figure 3. 

 
Figure 2. Publisher platform distribution of included MANET 
security studies (N = 51) 

 
Figure 3. PRISMA flow diagram of study identification and selection 

A structured extraction template was applied uniformly 
to all included studies. The template captured publication 
metadata, security themes, defense techniques, modeled 
attack types, detection targets, adversary assumptions, and 
reporting characteristics. Because individual studies 
frequently address multiple security aspects, multi-label 
coding was permitted where appropriate. 

Data synthesis was conducted using descriptive 
quantitative techniques. Frequency distributions, co-
occurrence matrices, and reporting-depth indices were 
computed to reveal dominant patterns and gaps in the 
literature. For threat modeling and trust-based studies, 

composite depth indices were derived by assigning one point 
for each explicitly reported design component. This approach 
provides a transparent measure of reporting completeness 
while remaining consistent with the review's descriptive 
scope. 

2. Results 

2.1 Objective 1: Taxonomy and classification 
Across the reviewed MANET security studies (N = 51), 

the literature was first classified according to the primary 
security theme that each study explicitly emphasized. Table 1 
reports the resulting taxonomy, grouping articles into eight 
dominant security themes and showing the number of studies 
associated with each theme. The distribution indicates 
substantial variation in thematic focus across the dataset, 
with some themes represented by many studies and others 
appearing only once or twice. In parallel, attack-type coverage 
was extracted from the same studies and summarized 
separately, with the frequency of addressed attacks reported 
in Figure 4 to complement the thematic classification. 

Table 1. Articles grouped by primary theme 

 

 

2.2 Objective 2: Structural synthesis of security 
approaches 
Across the 51 studies, technique–attack associations 

concentrate on a small set of frequently modeled attacks. 
Blackhole attacks show the strongest alignment with multiple 
technique families, including trust-based approaches in 12 
studies, Intrusion Detection Systems (IDS) and ADS (Anomaly 
Dection Systems) in 11 studies, and metaheuristic 
optimization in 10 studies. Wormhole and DoS or DDoS 
attacks also exhibit repeated co-occurrence with learning-
based and detection-oriented techniques, particularly IDS 
and ADS in 9 studies and deep learning in 8 studies. Less 
frequent attacks, including Sybil, flooding, eavesdropping, 
and man-in-the-middle, appear with fewer and more 
narrowly applied technique categories. This distribution is 
illustrated in Figure 5. 

Primary theme Study Frequency 
Artificial Intelligence 
and Machine Learning 
for MANET Security 

[22-32] 11 

Authentication, Key 
Management, and 
Access Control 
Schemes 

[33,34] 2 

Blackhole, Wormhole, 
and Other Specific 
Attack Mitigations 

[35-39] 5 

Blockchain and 
Cryptographic 
Frameworks for 
MANET Security 

[40-42] 3 

Energy-Aware and 
Resource-Constrained 
Security Models 

[43] 1 

Integrated and 
Infrastructure-
Oriented Security 
Architectures 

[44-46] 3 

Intrusion Detection 
and Anomaly Detection 
Systems (IDS/ADS) 

[47-61] 15 

Trust-Based and 
Hybrid Metaheuristic 
Security Models 

[62-72] 11 
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Figure 4. Attack types addressed in MANET security studies (N = 51). 
Bars show study counts and percentages; studies may include 
multiple attack types 

Figure 6 summarizes technique–theme co-occurrence by 
counting how often each defense technique family appears in 
studies addressing each dominant security theme. The 
highest concentrations occur in the most populated themes, 
particularly Artificial Intelligence and Machine Learning for 
MANET Security and Intrusion Detection and Anomaly 
Detection Systems. Deep learning appears 18 times in 
Artificial Intelligence and Machine Learning studies, IDS/ADS 
appears 19 times in detection-centered studies, and 
metaheuristic optimization appears 16 times in AI-driven 
security work. Trust-based methods and metaheuristic 
optimization also recur across several themes, reflecting their 
use in routing-centric, detection-centric, and hybrid security 
models. Cell values represent co-occurrence counts, since 
studies may address multiple themes and apply more than 
one technique family. 

Across the coded corpus, security solutions are rarely 
built as single-mechanism designs. Instead, studies 
repeatedly combine technique families into integrated 
pipelines. The co-occurrence structure suggests that 
detection systems, learning-oriented methods (i.e., machine 
learning and deep learning), trust mechanisms, and 
metaheuristic optimization function as interoperable 
building blocks rather than standalone answers.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The learning-oriented methods frequently co-occur with 
IDS/ADS components, reflecting a design logic that 
emphasizes observable behavior and classification-based 
decision support. Metaheuristic optimization connects 
broadly across the network, which supports its role as a 
coordination or tuning layer that can be embedded within 
different defense configurations. Figure 7, therefore, points to 
a literature organized around reusable technique 
combinations, not one-to-one mappings between a threat 
label and a single defense. 

2.3 Objective 3: Threat modeling and detection logic 
As shown in Figure 8, adversary capability is most often 

modeled as a simplified or non-adaptive attacker. The highest 
behavior counts under this capability are forwarding abuse 
through packet dropping or selective dropping (14 studies), 
flooding or resource exhaustion (7), routing misinformation 
or spoofing (7), and tunneling or relaying, such as wormhole 
attacks (6). Adaptive attackers are explicitly considered less 
often and are mainly paired with forwarding abuse (5 
studies), flooding or resource exhaustion (3), and identity 
manipulation, including Sybil or impersonation (3). Insider 
and passive attackers are rare, appearing mostly with 
forwarding abuse, routing misinformation, tunneling or 
relaying, and passive eavesdropping, each reported in two 
studies.  

As shown in Figure 9, detection targets most often focus 
on node-level behavior such as forwarding or trust (14/51, 
27.5%). Routing-level behavior or control messages appear in 
10/51 studies (19.6%), and traffic or IDS-level anomaly 
targets also appear in 10/51 (19.6%). A large share of studies 
do not state a codable detection target (17/51, 33.3%). This 
shows that many papers discuss attacks without clearly 
defining what the detector monitors.  

As illustrated in Figure 10, among trust-based studies (n 
= 25), the most common evidence is packet forwarding or 
delivery behavior (15/25, 60.0%). Energy reliability is next 
(10/25, 40.0%), followed by trust score formulation choices 
and behavior or anomaly evidence (7/25 each, 28.0%). 
Reporting or consistency evidence appears in 6/25 studies 
(24.0%). Four studies (4/25, 16.0%) are classified as trust-
based but do not specify the trust metric. 

 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 Figure 5. Technique × attack co-occurrence heatmap (Top 10 × Top 10; N = 51). Cell values are study counts for each technique–attack pairing. 
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Figure 6. Technique × theme co-occurrence heatmap (Top techniques × Top themes; N = 51). Cell values are study counts; themes and techniques 

are multi-label. 

Figure 7. Technique-pair co-occurrence network (N = 51). Edges indicate technique pairs observed in the same study; node size reflects 

frequency. 

Figure 8. Attack behavior × adversary capability heatmap (N = 51). Cell values are study counts; “Unspecified behavior” indicates capability was 

stated but behavior rules were not codable.  
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Figure 9. Detection target distribution (N = 51). Bars show study 
counts and percentages; “Unspecified/Not reported” indicates the 
detection target was not codable. 
 
 

 
Figure 10. Trust metrics used for detection in trust-based studies (n 
= 25). Bars show counts and percentages; studies may report multiple 
metrics. 

 

 

2.4 Objective 4: Rigor and Completeness of Security 
Reporting 

Figure 11 summarizes threat-model completeness using 
a five-component depth index across the reviewed studies (N 
= 51). The mean score is 3.24, and the median is 3, showing 
that partial threat models are common. Nearly half of the 
studies report four or more components (25/51, 49.0%), 
while only 9/51 (17.6%) report all five. Fifteen studies report 
two or fewer components (15/51, 29.4%), which signals 
ongoing gaps in basic threat-model specification. 

Figure 12 shows that threat-model reporting clusters 
into repeated component bundles rather than a single 
standard. The most common bundle includes attack type, 
attack behavior, adversary capability, and detection target, 
but omits % malicious nodes, appearing in 12/51 studies 
(23.5%). Full five-component reporting occurs in 9/51 
studies (17.6%). The least included element is % malicious 
nodes, which helps explain why many studies score below the 
maximum depth in Figure 11. 

 

 
Figure 11. Threat-modeling depth index (N = 51). One point is 
assigned for each reported component: attack type, attack behavior, 
adversary capability, detection target, and % malicious nodes. Bars 
show counts and percentages. 

 

 
 
 
 

Figure 12. UpSet-style co-occurrence of reported threat-model components (N = 51). Bars show the most frequent component combinations; 

dots indicate included components. 
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Figure 13 shows how trust-based studies bundle trust-

design elements instead of reporting them one by one (n = 
25). The most common combination reports architecture, 
computation mode, and trust metrics but omits a threshold 
policy (11/25, 44.0%). Complete reporting of all four 
elements occurs in 9/25 studies (36.0%). This pattern 
highlights threshold policy as the main missing piece, even 
when trust is otherwise well specified.  

Figure 14 summarizes trust-design completeness using a 
four-component depth index among trust-based studies (n = 
25). Scores cluster at 3 and 4, with a mean of 3.00 and a 
median of 3. Full reporting of all four elements occurs in 9/25 
studies (36.0%). Five studies score 2 or below (5/25, 20.0%), 
showing that some trust proposals still omit key operational 
details. 

 
Figure 14. Trust-design depth index (n = 25). One point is assigned 
for each reported element: architecture, computation mode, 
threshold policy, and trust metrics. Bars show counts and 
percentages. 

3. Discussion 

Objective 1 shows that the reviewed literature clusters 
into a small set of dominant security themes and repeatedly 
modeled attack types. The dominance of routing and 
forwarding attacks suggests that many studies still frame 
MANET security around disruptions to cooperation rather 
than broader system compromise. The attack distribution 
indicates that a few canonical threats anchor much of the 
problem framing in recent work. Together, Table 1 and Figure 
4 establish the classification foundation that Objective 2 then 

 

 

 

 

 

 

 

 

 

 
 uses to examine how defense techniques are selected and 
combined across those themes. Objective 2 shows that 
integration, rather than replacement, is the dominant design 
logic in contemporary MANET security solutions. The 
technique–attack heatmap and the technique–theme 
alignment indicate that technique families are not confined to 
single problem framings. Instead, they are reused across 
multiple themes and repeatedly applied to the most common 
attack settings. This helps explain why several security 
themes share the same technique families rather than 
developing as fully separate lines of work. The technique-pair 
network reinforces this point by showing recurring 
combinations that function as reusable design templates. This 
is reflected in the repeated co-occurrence of learning with 
IDS/ADS and the frequent coupling of optimization with trust, 
which together suggest a common pipeline structure rather 
than isolated mechanisms. These combinations often divide 
roles across detection, decision making, and optimization. 
The learning-oriented methods frequently appear alongside 
IDS/ADS components, which fit a workflow where inference 
supports detection and classification. Metaheuristic 
optimization and trust mechanisms connect broadly, which is 
consistent with their use as coordination or control layers 
that can be embedded in different configurations.  

This recurring structure suggests that novelty is often 
introduced through recombination and operational choices, 
not only through selecting a new technique family. While this 
supports reuse and comparability, it also increases the risk of 
design convergence when integrations are not clearly 
justified. As a result, the value of a study increasingly depends 
on how techniques are composed, parameterized, and linked 
to the stated threat and theme, rather than on the technique 
labels alone. Many hybrid learning and optimization solutions 
are presented as superior, but practical MANET operation 
requires models that can be understood, monitored, and 
overridden when needed. In particular, IDS or learning 
components should not be treated as black boxes, since 
misclassification can trigger unnecessary isolation, route 
suppression, or cascading partition risk. The reviewed 
designs also vary in whether they specify safe fallback 
behavior, such as conservative routing defaults, confidence 
thresholds, or bounded response actions when uncertainty is 
high. This matters because accurate detection alone does not 
guarantee operational reliability in dynamic MANET 
conditions, especially when false positives carry network-

Figure 13. UpSet-style co-occurrence of reported trust-design components (n = 25). Bars show observed combinations; dots indicate included 

components. 
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wide cost. A stronger discussion of interpretability and fail-
safe behavior would improve the credibility of integration-
heavy designs. 

Objective 3 reveals a disconnect between how attacks 
are labeled and how they are operationally defined for 
detection. Many studies rely on simplified adversary 
assumptions and do not fully specify behavioral rules, even 
when detection mechanisms are proposed. This creates 
ambiguity about what evidence is actually used to infer 
malicious activity. The uneven specification of detection 
targets further limits interpretability, since it is often unclear 
whether detection operates at the node, route, or traffic level. 
Within trust-based studies, detection logic is most often 
grounded in observable forwarding behavior, with less 
emphasis on richer or adaptive evidence sources. These 
patterns suggest that threat modeling remains driven by 
evaluation convenience rather than by systematic adversary 
characterization, which constrains reproducibility and cross-
study comparison. 

The reviewed corpus contains limited explicit modeling 
of adaptive attackers relative to simplified attacker 
assumptions, which means many detection claims are 
implicitly bounded to stationary behavior. This is especially 
relevant for learning-based defenses, where evasion and 
poisoning threats can invalidate assumptions about feature 
stability, label reliability, or model generalization. When 
adaptive capability is not modeled, reported robustness may 
reflect the convenience of the threat setup rather than 
resilience to intelligent opposition. As a result, effective 
detection should be interpreted as conditional on the stated 
adversary capability and on whether behavioral rules are 
explicitly defined and testable. 

Many IDS and learning-based approaches depend on 
labeled traffic or labeled node-behavior traces, yet the 
reviewed studies often vary in how labels are obtained, 
validated, or maintained over time. In MANET settings, 
ground truth labeling is difficult because malicious behavior 
can be intermittent, context-dependent, or indistinguishable 
from congestion and mobility effects. This creates a practical 
constraint that affects deployability and comparability across 
studies, particularly when labels are assumed rather than 
operationalized. It also reinforces why clear reporting of 
detection targets and evidence sources is essential, since 
labels ultimately depend on what a system claims to observe 
and measure. 

The results imply that technique choice should be guided 
by operational context, not by popularity alone, because 
MANET deployments differ sharply in resource budgets, 
urgency, and privacy constraints. Detection and learning 
pipelines can impose data collection burdens, including 
monitoring overhead, feature extraction cost, and storage or 
sharing of sensitive traces. Privacy risk also increases when 
security logic relies on collecting detailed behavior logs, 
especially in domains such as health, emergency response, or 
civilian IoT where monitoring itself can be sensitive. Label 
scarcity is not an edge case in MANET security; it is a baseline 
condition, so approaches that assume abundant labeled 
traces should be treated as less deployment-ready unless they 
include label-minimizing strategies such as transfer learning, 
weak supervision, or carefully bounded synthetic 
augmentation. 

Objective 4 highlights that many limitations in the 
literature stem from incomplete reporting rather than from 
missing security mechanisms. Although multiple security 
components are often mentioned, their interactions and 
enforcement conditions are not consistently documented. 

Depth indices show that partial specification is common, 
which implies that assumptions about adversary behavior, 
trust computation, or decision thresholds are frequently left 
implicit. In trust-based studies, architectural and 
computational aspects are more often described than policy-
level details, such as thresholding and enforcement logic. This 
imbalance suggests that authors prioritize demonstrating 
conceptual feasibility over formalizing operational 
completeness. Improving reporting rigor would therefore 
have a greater impact on cumulative progress than 
introducing additional mechanisms without clear 
specification. 
Based on the combined findings across Objectives 1–4, the 
following checklist summarizes practical considerations for 
selecting and deploying MANET security mechanisms in real-
world settings. 

3.1 Practitioner checklist 
• Extreme resource constraints: Prefer lightweight detection 

targets and low-overhead evidence. Favor trust and rule-
based checks only if computation and messaging cost are 
bounded. Avoid heavy feature pipelines unless explicitly 
optimized for energy and bandwidth. 

• Emergency or disaster operations: Prioritize fast-
deployable mechanisms with clear fail-safe defaults. Prefer 
conservative actions under uncertainty. Avoid solutions 
that require long training windows or centralized labeling 
steps. 

• IoT or 6G-integrated MANETs: Favor methods that can 
adapt across heterogeneous devices and traffic. Prefer 
modular designs where IDS, optimization, and trust 
components can be updated independently. Require clear 
reporting of assumptions about device capability and link 
stability. 

• Privacy-sensitive domains: Minimize raw trace collection 
and long-term storage. Prefer on-device inference and 
aggregated evidence where feasible. Require explicit 
statements about what is observed, what is stored, and how 
identity or location leakage is mitigated. 

Taken together, the four objectives show a field that has 
matured around a stable set of threats, themes, and technique 
families, but remains uneven in how security designs are 
operationalized and documented. The same canonical attacks 
and reusable technique combinations appear across many 
themes, yet the underlying threat assumptions, detection 
targets, labeling foundations, and enforcement policies are 
often left underspecified. This combination of design 
convergence and reporting variability helps explain why 
results can look comparable at the level of labels while 
remaining difficult to reproduce or deploy. Future progress is 
therefore likely to depend as much on stronger specification 
and operational transparency as on proposing new 
mechanisms.  

4. Conclusion 

This descriptive systematic review examined 
contemporary MANET security research from January to 
August 2025, using structured coding to classify studies by 
security theme, modeled attacks, defense techniques, and 
reporting practices. The findings indicate convergence 
toward a small set of recurring attack models and reusable 
technique combinations, with integration-heavy pipelines 
occurring more frequently than single-mechanism defenses. 
At the same time, incomplete specification of adversary 
capability, detection targets, labeling foundations, and 
enforcement policies limits interpretability, reproducibility, 
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and operational confidence. Future work will analyze 
evaluation orientation, including simulation settings, 
performance metrics, baselines, and validation practices, to 
clarify how security claims are empirically supported and 
how deployment realism is handled across MANET studies. 
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