
Shiva Kumara & Maunik Shah /Future Technology                                                          August 2026| Volume 05 | Issue 03 | Pages 
276-286 

276 

 

 

 

Article 

Securing national connectivity infrastructure 

through identity resilience: implications for zero 

trust–aligned telecom security 
Shiva Kumara1*, Maunik Shah2 

1Independent Researcher, Kuvempu University, Karnataka, India 
2Independent Researcher, Indian Institute of Technology Bombay, Maharashtra, India 

A R T I C L E   I N F O 
 

Article history: 
Received 07 January 2025  
Received in revised form 
05 May 2026 
Accepted 22 June 2026 
 
Keywords:  
Identity resilience, Zero Trust security,  
Telecom control plane,  
National connectivity infrastructure 
 
*Corresponding author 
Email address: 
reachkumaras@gmail.com 
 
DOI: 10.55670/fpll.futech.5.3.24 

A B S T R A C T 
 

The importance of identity-centric controls for securing national connectivity 
infrastructure in cloud-native telecom environments is increasingly recognized. 
Modern telecom control planes are built on software-defined and service-based 
architectures. Identities are both a trust boundary and a significant attack 
surface. This study evaluates the effects of identity compromises on security 
and operational behavior in a simulated cloud-native telecom control plane. In 
this paper, we describe a scenario-based experimental approach to assessing 
three security postures: (i) perimeter-based, (ii) Zero Trust-based, and (iii) 
Zero Trust-based with basic identity-resilience mechanisms. Our findings 
demonstrate that perimeter-based security was bypassed in all evaluated 
attack scenarios and that it provided broad control-plane reachability. Zero 
Trust aligned security reduced attack success to less than 15% and limited 
lateral propagation. The attack success rate dropped to zero across all tested 
scenarios when identity resilience mechanisms were added. The average blast 
radius reduced from more than five services under perimeter security to near 
zero with identity-resilient Zero Trust. The measured request-success rate 
during attack and containment windows decreased from 100% under the 
perimeter baseline to 0% under the Zero Trust and identity-resilient 
configurations for unauthorized or quarantined requests. This decrease was 
primarily due to intentional policy-based denial rather than infrastructure 
failure. The results in the simulated environment show that identity resilience 
can enhance Zero Trust by reducing the persistence of compromised identities. 
The results also show the security-availability trade-offs, which must be further 
validated in telecom environments at production scale.     

1. Introduction 

National connectivity infrastructure is a cornerstone of 
our modern society, facilitating emergency response, 
financial transactions, health care delivery, government 
communication, and other vital digital services. Telecom 
networks are widely regarded as essential infrastructure for 
their contributions to economic stability, public safety, and 
integrated digital services [1]. Therefore, security failures in 
telecom environments can have consequences that go beyond 
localized technical disruption. Telecom networks are moving 
to cloud-native and software-defined paradigms, a major 
architectural shift. Previously, core network functions were 
implemented as tightly coupled hardware systems. 
Increasingly, these core network functions are deployed as 
virtualized and containerized services orchestrated through 
software platforms. Although this transition enhances agility, 

scalability, and automation, it also enlarges the attack surface, 
especially in the control and management planes of 5G 
networks [2]. Modern telecom cores are based on service-
oriented architectures that expose APIs and control protocols, 
paving the way for new possibilities for adversarial 
interaction. The control plane has become a major security 
concern since a breach at this level can affect subscriber 
management, service orchestration, and interconnection 
functions. Large-scale disruption can be caused by attacks on 
authentication, authorization, and orchestration interfaces 
without exploiting radio-access or user-plane protocols [3], 
as demonstrated by previous studies. These results indicate a 
need to re-evaluate security assumptions in cloud-native 
telecom environments, where network location alone does 
not imply trust. Zero Trust Architecture has become the 
leading security model for distributed and cloud-based 
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systems. It stresses continuous validation, least-privilege 
access, and explicit authorization of every interaction, 
dismissing implicit trust based on network location [4]. Zero 
Trust is especially relevant in telecom systems, where trust 
relationships increasingly rely on dynamic interactions 
among services, users, and automation components [5]. 
However, most existing Zero Trust research focuses on 
architectural principles, scalability, or policy enforcement 
rather than on empirical evaluation of compromise outcomes 
in telecom-specific settings.  

A key open issue is what happens to compromised 
identities once authentication succeeds. Systematic reviews 
have found limited operational validation of Zero Trust 
mechanisms, particularly regarding identity misuse and post-
compromise behavior [6]. This problem is particularly 
relevant in telecom control planes where identities include 
human operators, workload identities, and automated 
orchestration components. Recent research also points to 
identity governance and lifecycle management as immature 
areas of Zero Trust implementation, particularly in highly 
automated service-to-service environments [7]. Future 
telecom systems, including 6G and disaggregated multi-
vendor architectures, are expected to increase the complexity 
of identity relationships. Programmable interfaces and 
autonomous management functions make identity-centric 
controls increasingly important, while conventional 
perimeter defenses become less effective in dynamic cloud-
native environments [8]. Despite this recognition, system-
level evidence remains limited on how identity compromise 
affects security and availability in telecom control planes. 
This study addresses this gap by evaluating identity-centric 
security behavior in a simulated cloud-native telecom 
control-plane environment. It compares perimeter-based 
security, Zero Trust-aligned security, and Zero Trust 
enhanced with basic identity-resilience mechanisms through 
repeatable, scenario-driven experiments. The research is 
guided by the following objectives, which are explicitly 
supported by the results presented in this study: 
• To assess the effects of identity compromise on security 

outcomes in a telecom control-plane environment with a 
cloud-native architecture. 

• To compare perimeter-based and Zero Trust-aligned 
security architectures in terms of limiting the success of 
identity-driven attacks. 

• To analyze the operational and availability implications of 
introducing basic identity-resilience mechanisms in Zero 
Trust-aligned telecom security. 

Based on these objectives, the study evaluates the following 
hypotheses.  
H1: Zero Trust-aligned security reduces identity-driven 
attack success compared with perimeter-based security.  
H2: Zero Trust-aligned security reduces post-compromise 
blast radius compared with perimeter-based security.  
H3: Adding identity-resilience mechanisms further reduces 
the likelihood of sustained compromise compared with 
standard Zero Trust.  
H4: Identity-resilience mechanisms introduce measurable 
availability trade-offs during containment due to deliberate 
access restriction. 
This work contributes empirical evidence to the debate on 
securing the national connectivity infrastructure by studying 
the observable system behavior and identity lifecycle effects. 
The results are intended to enable researchers and 
practitioners to understand the role of identity resilience as a 
key complement to Zero Trust in modern telecom 
environments. 

2. Literature review 

Zero Trust security has emerged as a leading paradigm 
for securing distributed and software-defined systems by 
eliminating implicit trust and requiring continuous 
verification. Surveys on Zero Trust security describe the 
evolution from conceptual trust models to practical 
mechanisms grounded in authentication, authorization, and 
least-privilege access control [9]. These principles are 
particularly relevant to telecom networks, which use service-
based architectures with exposed control-plane interfaces 
rather than dedicated network paths. However, much of the 
Zero Trust literature is still focused on architectural 
principles and policy frameworks. There is limited empirical 
analysis on the impact of identity compromise on system 
behavior once access has been granted. Identity management 
is at the core of cloud-native telecom security, since human 
operators, network functions, and orchestration components 
all depend on identities for authentication and authorization. 
Studies of 5G core identity protection show that identity 
exposure and misuse remain persistent concerns with the 
increasing programmability and automation of telecom 
networks [10]. Containerized network functions and 
microservices increase the number of active identities within 
the control plane and, as a consequence, the attack surface 
associated with credential compromise.  

Empirical evaluations of open-source 5G core 
implementations indicate that identity-related vulnerabilities 
often stem from misconfiguration, over-trust among network 
functions, and inadequate isolation of the control plane [11]. 
Once a control-plane identity is compromised, attackers can 
access multiple internal services unless effective containment 
mechanisms are in place. These results support identity 
compromise as a primary attack vector in telecom 
environments. The majority of the existing studies on 5G 
authentication and key agreement have focused on the 
cryptographic strength and authentication efficiency. For 
initial access procedures, hybrid and blockchain-based 
authentication schemes have been proposed to improve trust 
establishment [12]. Comparative evaluations of 
authentication and key agreement approaches provide useful 
protocol-level insights, but typically abstract away post-
authentication identity behavior [13]. Therefore, current 
identity-management research offers limited insights into 
how compromised identities behave over time in cloud-native 
telecom control planes.  

Network function virtualization and service function 
chaining also bring new security dependencies between 
virtualized components. NFV and service function chaining 
reviews show that while virtualization improves flexibility 
and scalability, it also creates new attack vectors and failure 
modes that challenge traditional security assumptions [14]. 
In these cases, enforcement decisions can directly affect 
service availability, particularly when control-plane 
components rely on tightly coupled orchestration workflows. 
Telecom virtualization that is cloud native makes it even more 
difficult to manage east-west traffic and control service 
dependencies. Virtual networking for cloud-native NFV 
environments has been studied with a focus on the need for 
fine-grained isolation to prevent unauthorized service 
interactions without risking unintended service disruption 
[15]. This is a good example of the conflict between security 
enforcement and operational continuity in telecom systems. 
Recent Kubernetes security research also shows that security 
responses can impact performance and availability.  
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Cloud-based denial-of-service attacks can be detected 
using kernel-level observability methods, such as extended 
Berkeley Packet Filter instrumentation. However, if the 
response actions are misaligned with operational 
requirements, they may cause latency or reduced service 
availability [16]. Our results suggest that resilience-oriented 
security design must consider both the effectiveness of 
enforcement and the consequences for availability. Overall, 
the reviewed literature indicates three gaps. First, studies of 
Zero Trust in telecom contexts are largely conceptual or 
architectural rather than empirical studies of identity 
compromise. Second, much of the research in identity 
management has focused on authentication rather than post-
compromise behavior. Third, research on resilience and 
availability includes enforcement effects but rarely discusses 
identity theft as a trigger. This study addresses these gaps by 
assessing perimeter-based security, Zero Trust-aligned 
security, and Zero Trust with basic identity resilience in a 
simulated cloud-native telecom control plane using scenarios. 

 

 

 

3. Methodology 

This study uses a controlled simulation-based approach 
to evaluate identity-based security behavior in a cloud-native 
telecom control-plane environment. It compares perimeter-
based security, Zero Trust-aligned security, and Zero Trust 
with basic identity-resilience mechanisms through scripted, 
repeatable attack scenarios. Structured logs are used to 
measure attack success, lateral propagation, containment 
behavior, and availability effects. Figure 1 summarizes the 
workflow from system scope definition and identity modeling 
to attack execution, metric extraction, comparative analysis, 
and interpretation. 

3.1 Experimental scope and system boundary 
The study adopts a simulation-based approach to the 

study of identity-centric security behavior in national 
connectivity infrastructure, with a particular focus on the 
cloud-native telecom control and management plane.  

 

 

 

 
Figure 1. Simulation workflow for evaluating identity resilience in Zero Trust-aligned telecom security 
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Service interactions are mediated by identity, and the 
system boundary includes control-plane equivalent services 
and orchestration interfaces. We selected this scope because 
compromising the control or management plane can lead to 
service disruption at the national scale. The study considers 
identity-driven trust relationships but not protocol-layer or 
physical-layer vulnerabilities, user equipment, radio access 
networks, or high-volume user-plane traffic. The simulated 
environment is a telecom control-plane analog consisting of 
interconnected microservices that model interdependencies 
between cloud-native network functions. These services 
communicate via authenticated service-to-service requests in 
accordance with service-based telecom architectures. The 
approach focuses the analysis on identity-mediated 
interactions, thereby enabling a targeted evaluation of the 
roles of identity compromise and identity resilience in 
shaping security outcomes and control-plane behavior. 

3.2 Simulation environment implementation 
The experimental testbed was implemented as a local 

Kubernetes-based cloud-native environment to simulate 
identity-mediated interactions in a telecom control plane. We 
deployed containerized services on a kind cluster consisting 
of one control-plane node and two worker nodes. Container 
images were managed via Docker Engine 29.1.3, and 
deployment and interaction with the cluster were done 
through the kubectl client v1.34.1. We used Istio service mesh 
enforcement to support mutual authentication, authorization 
policy enforcement, and access control restrictions between 
services. The simulation control plane consisted of eight 
interconnected microservices representing control-plane 
functions of a telecom control plane, including a protected 
critical service. These services communicated via HTTP-
based service-to-service requests, enabling controlled 
evaluation of identity compromise, lateral movement, 
authorization enforcement, and containment behavior across 
different security architectures. To support repeatability, 
deployment, attack execution, and metric collection were 
automated using scripts and Kubernetes manifests. Each 
architecture-scenario pair was run 30 times, leading to 270 
total experimental runs. The simulation scripts, Kubernetes 
manifests, run-level logs, metric extraction files, and 
generated outputs are packaged as supplementary 
replication materials to enable reproducibility and describe 
the deployment configuration, attack execution, and data-
processing workflow. 

3.3 Identity model and trust assumptions 
The methodology considers identity as the primary trust 

primitive in the simulated telecom environment. We consider 
three identity planes: human identities for administrators 
and operators, workload identities for control-plane services, 
and machine identities for automation and orchestration 
components. Authentication and authorization decisions of 
these identity planes govern access to control-plane services 
and communication between services. Management actions 
are taken by human identities that are either administrator or 
operator accounts. Workload identities are the running 
instances of services (like the simulated control-plane 
microservices). Machine identities are automation and 
orchestration components (Kubernetes service accounts, 
deployment scripts, service-mesh enforcement mechanisms, 
etc.). These distinctions are necessary because administrative 
abuse, workload identity theft, and automated containment 
involve different trust relationships, authorization paths, and 
enforcement points. Trust relationships are transient and 
contextual. Perimeter-based configurations enable long-lived 

identities to be broadly trusted within the environment. Zero 
Trust-based configurations explicitly authenticate identities 
for every interaction and control access through least-
privilege authorization. Identity-resilience mechanisms 
further alter trust assumptions, e.g., through time-limited 
credentials, revocation, and containment workflows. These 
assumptions establish common ground for evaluating how 
identity compromise behaves under various security 
postures. 

3.4 Security architectures evaluated 
Three security architectures were compared to observe 

the effects of different security postures on identity-driven 
compromise, lateral movement, containment, and 
availability. The same simulated control-plane services, 
attack scenarios, and measurement procedures were applied 
to all architectures, so that any differences in the results can 
be attributed to security configuration rather than system 
composition. The first architecture is a perimeter-based 
baseline. It employs coarse-grained trust boundaries, limited 
internal segmentation, permissive internal access, and long-
lived credentials. This configuration indicates an older 
security posture in which, once initial access is achieved, 
services within the trusted environment are generally 
available. The second architecture is a Zero Trust-aligned 
security posture. It requires explicit service-to-service 
authentication, deny-by-default authorization, and least-
privilege access control. Service communication is limited to 
defined trust relationships, and requests are refused by policy 
rather than implicitly trusted based on network location. The 
third architecture extends the Zero Trust configuration with 
mechanisms for identity resilience.  

This configuration maintains the same least-privilege 
authorization structure as the Zero Trust architecture, but 
adds short-lived credentials, token validation at the protected 
critical service, revocation logic, and quarantine enforcement. 
The controls have been implemented to reduce the time a 
compromised identity remains active after it has been abused. 
Table 1 indicates the configuration parameters used in the 
three evaluated architectures. This configuration table 
explains the implementation of the “basic identity resilience” 
in the experiment. In particular, the identity-resilient 
configuration reduced the credential lifetime from 3600 
seconds to 15 seconds, required token validation at the 
protected critical service, rejected credentials issued before 
the revocation event, and enforced quarantine via an Istio 
authorization policy that denied traffic from the attacker 
context.  

The assessed Zero Trust configurations were developed 
to be in accordance with the fundamental tenets of Zero Trust 
Architecture as defined in NIST SP 800-207 [17]. Zero Trust 
and identity-resilient architectures, in particular, enforce 
explicit checks of service interactions, access control 
according to least-privilege principles, authorization policies 
based on deny-by-default, and the elimination of implicit trust 
based on network location. Identity-resilient configuration 
extends these principles further with identity lifecycle 
controls such as short-lived credentials, revocation, and 
quarantine mechanisms. The goal of this study is not to 
reproduce the complete NIST reference architecture, but to 
explore the effects of identity compromise and identity-
resilience mechanisms on security outcomes and operational 
behavior in a cloud-native telecom control-plane 
environment. 
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3.5 Attack scenarios and execution strategy 

The experimental evaluation was conducted using three 
identity-based attack scenarios to assess the security 
behavior of the simulated telecom control plane. The first 
scenario simulated the compromise of an administrative 
identity, in which an attacker attempts to perform 
unauthorized control-plane actions and access protected 
services. This scenario is designed to test the effect of 
misusing a human or operator identity. The second scenario 
was designed to simulate a workload identity theft, where an 
attacker-controlled service attempted to communicate east-
west across the service graph without authorization. This 
scenario illustrated the risk of service identity abuse in cloud-
native telecom systems, where workload credentials can be 
targeted without exploiting lower-layer telecom protocols. 
The third scenario assessed containment after identity 
misuse. Detection was treated as an external trigger rather 
than as a detection algorithm evaluated in this study. 
Following the trigger, revocation or quarantine controls were 
applied, and the system was monitored to see if the 
compromised identity could still access protected services. 
Detection latency was not modeled as an independent 
variable, but delayed detection could lead to longer exposure 
times in operational deployments. All scenarios were 
executed using scripted, deterministic procedures within 
each security architecture to ensure repeatability and 
consistent comparison. 

The threat model assumes an attacker operating from a 
separate attacker namespace using an attacker tooling pod. 
The attacker can issue HTTP requests and perform limited 
Kubernetes API actions, depending on the permissions 
available in each evaluated architecture. The attacker is not 
assumed to compromise Kubernetes nodes, the container 
runtime, service source code, or the Istio control plane. 
Therefore, the study focuses on identity-mediated control-
plane misuse rather than radio-access attacks, kernel 
exploits, or user-plane compromise. The three scenarios were 
selected to represent the main identity-related risks in cloud-
native telecom control planes: administrative identity misuse, 
workload identity theft, and post-detection containment. 
Detection in the containment scenario is treated as an 
external trigger rather than as a detection algorithm 
evaluated in this study. The threat model, attacker 
capabilities, and success criteria for the evaluated attack 
scenarios are summarized in Table 2. 

 

 

 

 

 

 

 

 

 

 

 

 

 
This scenario selection intentionally isolates identity-

driven control-plane behavior. Broader threats, including 
privilege escalation, credential chaining, insider activity, 
supply-chain compromise, and AI-assisted attacks, are 
addressed as limitations and future research directions 
rather than evaluated directly in the present experiment. 

3.6 Data collection and metric extraction 
During each simulation run, the deployed services 

generated structured event logs that recorded authentication 
decisions, authorization outcomes, service access attempts, 
lateral movement attempts, request outcomes, and 
containment actions. These logs served as the primary data 
source for metric extraction and analysis. No external 
datasets were used; all measurements were derived from 
controlled experimental executions. Three categories of 
metrics were extracted from the collected logs. First, security 
outcome metrics measured whether an attacker obtained 
unauthorized access to a protected control-plane service. 
Second, propagation metrics measured the extent of 
unauthorized service reachability after identity compromise. 
Third, operational metrics measured service availability 
during attack and containment windows using request-
success outcomes. The key metrics were formally defined as 
follows: 

𝐴𝑡𝑡𝑎𝑐𝑘 𝑆𝑢𝑐𝑐𝑒𝑠𝑠 𝑅𝑎𝑡𝑒 =
𝑆𝑢𝑐𝑐𝑒𝑠𝑠𝑓𝑢𝑙 𝐴𝑡𝑡𝑎𝑐𝑘 𝑅𝑢𝑛𝑠

𝑇𝑜𝑡𝑎𝑙 𝐸𝑥𝑝𝑒𝑟𝑖𝑚𝑒𝑛𝑡𝑎𝑙 𝑅𝑢𝑛𝑠
                           (1) 

𝐵𝑙𝑎𝑠𝑡 𝑅𝑎𝑑𝑖𝑢𝑠 = 𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑑𝑖𝑠𝑡𝑖𝑛𝑐𝑡 𝑢𝑛𝑎𝑢𝑡ℎ𝑜𝑟𝑖𝑧𝑒𝑑 𝑠𝑒𝑟𝑣𝑖𝑐𝑒𝑠 𝑟𝑒𝑎𝑐ℎ𝑒𝑑          (2) 

𝐴𝑣𝑎𝑖𝑙𝑎𝑏𝑖𝑙𝑖𝑡𝑦 =
𝑆𝑢𝑐𝑐𝑒𝑠𝑠𝑓𝑢𝑙 𝑆𝑒𝑟𝑣𝑖𝑐𝑒 𝑅𝑒𝑞𝑢𝑒𝑠𝑡𝑠

𝑇𝑜𝑡𝑎𝑙 𝑆𝑒𝑟𝑣𝑖𝑐𝑒 𝑅𝑒𝑞𝑢𝑒𝑠𝑡𝑠
          (3) 

𝑇𝑖𝑚𝑒 𝑡𝑜 𝐶𝑜𝑛𝑡𝑎𝑖𝑛𝑚𝑒𝑛𝑡 = 𝑇𝑓𝑖𝑟𝑠𝑡 𝑑𝑒𝑛𝑖𝑎𝑙 − 𝑇𝑐𝑜𝑛𝑡𝑎𝑖𝑛𝑚𝑒𝑛𝑡 𝑎𝑐𝑡𝑖𝑜𝑛   (4) 

Attack success was recorded when a compromised identity 
successfully reached a protected control-plane service 
without authorization. Blast radius was calculated as the 
number of distinct downstream services reached through 
unauthorized lateral movement. Availability was calculated 
as the proportion of successful service requests during the 
relevant attack or containment execution window. Time to 
containment was calculated as the elapsed time between the 
application of a revocation or quarantine action and the first 
observed denial of the compromised identity. 

 

 

Table 1. Security architecture configuration parameters 

Configuration parameter A: Perimeter baseline B: Zero Trust aligned C: Zero Trust with identity resilience 

Internal trust model Broad internal trust Explicit verification Explicit verification with lifecycle 

control 

Service authentication Limited internal 

authentication 

Istio service-mesh 

authentication 

Istio service-mesh authentication 

Authorization model Coarse-grained/permissive Deny-by-default, least -

privilege 

Deny-by-default, least -privilege 

Credential lifetime 3600 seconds 3600 seconds 15 seconds 

Protected service token 

validation 

Not enforced Not enforced at critical 

endpoint 

Enforced at critical endpoint 

Credential revocation Not automated Not automated Revocation epoch logic 

Quarantine enforcement Not applied Not applied Istio DENY authorization policy 

Lateral movement control Minimal internal restriction Authorization-policy based 

restriction 

Authorization-policy restriction plus 

quarantine 

Containment behavior Reactive and limited Policy-based denial Revocation and quarantine after 

misuse trigger 
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Each metric was linked directly to observable log events 

and aggregated uniformly across all architectures and attack 
scenarios. This approach ensured that comparisons reflected 
differences in security posture and identity-resilience 
behavior rather than differences in measurement procedure. 

3.7 Experimental repetition and analysis approach 
All architecture-scenario combinations were executed 

30 times to minimize the effects of transient execution and 
enable consistent comparison across security postures. The 
study considered three security architectures for three attack 
scenarios. Therefore, the entire data set consisted of 270 runs 
for analysis. Results were aggregated at the architecture-
scenario level to compare security and operational behavior 
across configurations. The analysis was not performed to 
optimize absolute performance values, but to explore 
architecture-level differences in attack success, propagation 
behavior, containment, and availability. The analysis is 
descriptive and based on repeated experimental runs. 
Because the scripted scenarios produced deterministic 
outcomes in most cases, the results are reported as repeated-
run aggregate values rather than inferential statistical 
significance tests. Visual representations of the studied 
security architectures were used to illustrate trends. The run-
level dataset from the 30 repetitions for each architecture–
scenario pair was used to descriptively compare attack 
success, blast radius, authorization-denial events, 
containment behavior, and availability across architectures. 
Because the scripted attack and containment scenarios 
produced highly consistent outcomes, the manuscript reports 
repeated-run aggregate values, including means, proportions, 
and request-success rates, rather than inferential significance 
tests. 

3.8 Methodological limitations 
The methodology deliberately simplifies several aspects 

of production telecom environments. The testbed models 
identity-mediated interactions among cloud-native control-
plane services, but does not fully capture the scale, traffic 
diversity, protocol complexity, vendor heterogeneity, or 
operational dependencies of production telecom networks. 
To keep the evaluation focused on control-plane identity 
behavior, user equipment, radio access networks, roaming 
interfaces, and high-volume user-plane traffic were excluded. 
The attack scenarios we study deliberately focus on identity-
mediated control-plane misuse and do not model the full 
range of modern telecom threats. More complex attack paths, 
such as privilege escalation, credential chaining, insider 
misuse, supply-chain compromise, adversarial automation, 
and AI-assisted reconnaissance, were outside the scope of the 

 

 

 

 

 

 

 

 

 

 

 
experiment. Although these exclusions limit the 
generalizability of the findings, they allow the study to isolate 
the specific effects of identity compromise, zero-trust 
enforcement, and identity-resilience controls. The study also 
assumes the availability of well-structured logging and 
scripted attack execution. Human-in-the-loop security 
operations, detection uncertainty, and independently 
validated detection mechanisms were not directly modeled. 
In addition, containment behavior was evaluated after an 
external detection trigger rather than through a detection 
system evaluated within the experiment. These assumptions 
may limit the transferability of the results to multi-vendor or 
operator-grade environments such as O-RAN deployments. 
Therefore, the findings should be interpreted as controlled 
simulation evidence of architectural behavior rather than as 
direct proof of production-network performance. Future 
work should validate the approach in larger testbeds with 
heterogeneous network functions, realistic traffic loads, 
variable detection delays, recovery workflows, latency and 
throughput measurements, inter-operator scenarios, and 
compound attack models. 

4. Results 

This section presents the simulation results for identity-
centric security behavior in the cloud-native telecom control-
plane environment. The results are organized to cover the 
three confirmed research objectives: (i) the analysis of the 
impact of the identity compromise, (ii) the comparison of the 
perimeter-based and Zero Trust-aligned architectures, and 
(iii) the analysis of the operational implications of the 
introduction of basic identity resilience mechanisms. All 
results are based on multiple experimental runs, summarized 
in a canonical data set constructed from structured logs and 
metadata. 

4.1 Experimental coverage and dataset summary 
Table 3 summarizes the experimental design and dataset 

characteristics. Each security architecture was evaluated 
under the same three identity-focused attack scenarios. Every 
architecture–scenario combination was repeated 30 times to 
ensure consistency and reduce the influence of transient 
execution effects, resulting in a total of 270 runs analyzed. 

4.2 Impact of identity compromise on security outcomes 
The first objective assessed the impact of identity 

compromise on security outcomes. Table 4 reports the 
repeated-run aggregate attack-success rate for each security 
architecture across the three identity-focused attack 
scenarios. Figure 2 complements these numerical results by 
illustrating the observed attack reachability and policy-

Table 2. Formal definition of attack scenarios 

Scenario Identity plane Attacker capability Success criterion Failure criterion 

S1: Administrative 

identity 

compromise 

Human/admin identity Performs Kubernetes API 

discovery and attempts 

access to the protected 

critical service 

Unauthorized access to svc-

critical is recorded as 

allowed 

API request or critical-

service access is denied 

S2: Workload 

identity theft 

Workload identity Issues east-west HTTP 

requests across the 

simulated service graph 

Unauthorized lateral 

movement reaches 

downstream services or 

svc-critical 

Authorization policy 

blocks requests and 

denial events are 

recorded 

S3: Containment 

and revocation 

Workload/machine 

identity lifecycle 

Probes protected service 

before and after quarantine 

or revocation 

Compromised identity 

continues accessing the 

protected service after 

containment 

Access is denied after 

quarantine or revocation 

enforcement 
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enforcement behavior across the evaluated architectures. The 
repeated-run aggregate results showed consistent 
differences across the evaluated architectures. Attack success 
was highest under the perimeter-based architecture, 
substantially lower under the Zero Trust architecture, and 
fully suppressed in the identity-resilient configuration. 
Because the scripted scenarios produced deterministic 
outcomes in most cases, these values are interpreted as 
descriptive repeated-run aggregates rather than inferential 
statistical significance results. The perimeter-based 
configuration allowed unauthorized reachability to 
downstream services and the protected critical service, while 
the Zero Trust and identity-resilient configurations restricted 
propagation through authorization denial, revocation, and 
quarantine enforcement. Under the perimeter-based 
architecture, identity compromise consistently resulted in 
successful access to the protected control-plane service 
across all evaluated scenarios. This indicates that, in the 
absence of fine-grained internal authorization, compromised 
identities can directly translate into control-plane security 
failure. 

Table 3. Experimental design overview 

Parameter Value 

Security 

architectures 

A perimeter, B zero trust, C zt identity 

resilience 

Attack scenarios 
S1 admin compromise, S2 workload 

identity theft, S3 containment revocation 

Repetitions per case 30 

Total analyzed runs 270 

Data sources 
Structured service logs, per-run 

metadata 

Key metrics 
Attack success, blast radius, availability, 

containment observability 

 

Table 4. Repeated-run aggregate attack success rate 

Architecture 
S1: Admin 

Compromise 

S2: Workload 

Identity Theft 

S3: 

Containment 

Scenario 

A perimeter 1.00 1.00 1.00 

B zero trust 0.03 0.00 0.00 

C zt identity 

resilience 
0.00 0.00 0.00 

 

 

 

 

 

 

 

 

 

 

 

 

 

In contrast, the Zero Trust-aligned architecture 
substantially reduced the success of attacks. A small fraction 
of successful outcomes remained in the administrative 
identity scenario, but successful compromise was suppressed 
in the workload identity theft and containment scenarios. 
These results indicate a lower observed compromise rate 
under Zero Trust-aligned enforcement compared with the 
perimeter baseline. The identity-resilient Zero Trust 
configuration further reinforced this effect. No successful 
compromise was observed in the evaluated scenarios, 
suggesting that short credential lifetimes, revocation logic, 
and quarantine enforcement limited compromised identities' 
ability to sustain access within the scope of the experiment. 

4.3 Attack propagation and policy enforcement behavior 
The second objective examines how security 

architectures affect the propagation of attacks following an 
identity compromise. Table 5 reports repeated-run aggregate 
values for blast radius and authorization-denial events under 
the workload identity theft scenario. The results show that 
the perimeter-based architecture enabled broad internal 
propagation, while the Zero Trust-aligned and identity-
resilient configurations reduced the observed blast radius to 
zero by enforcing authorization policies. 

Under workload identity theft, the perimeter-based 
architecture allowed broad internal propagation, with 
compromised service identities reaching multiple 
downstream services. This behavior indicates that limited 
internal segmentation can allow identity misuse to spread 
once access is obtained. Both Zero Trust-aligned 
architectures prevented compromised identities from 
reaching additional services, resulting in a blast radius of 
zero. However, attempts at lateral movement still occurred 
and were systematically denied by authorization policies. 
These results indicate that Zero Trust reduces the impact of 
identity compromise primarily through policy enforcement 
rather than by preventing attacks altogether. 

4.4 Operational and availability implications of identity 
resilience 

Time-to-containment results were limited to cases where 
containment behavior was both observable and 
instrumented. A measurable containment delay appeared 
only under the perimeter-based architecture, where 
compromised identities persisted long enough to require a 
reactive containment response.  

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 2. Attack success rate across security architectures and identity-focused attack scenarios 
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In the Zero Trust-aligned and identity-resilient 
configurations, identity misuse was denied immediately by 
authorization policies, leaving no sustained compromise 
interval to measure. Reporting these cases as zero seconds 
would be misleading, as the observed behavior reflects 
immediate prevention rather than delayed containment. 
Therefore, the reported containment value should be 
interpreted as indicative rather than comparative. Table 6 
summarizes operational metrics and containment 
observability. 

Table 5. Repeated-run aggregate propagation and enforcement 
indicators 

Architecture Scenario 
Blast Radius 
(Services) 

Authorization 
Denials 

A perimeter 
S2 workload 
identity 
theft 

8.0 0 

B zero trust 
S2 workload 
identity 
theft 

0.0 8.0 

C zt identity 
resilience 

S2 workload 
identity 
theft 

0.0 8.0 

 
 

 

 

 

 

 

 

 

 

Figure 3. Identity misuse containment timeline 

 

 

Figure 3 illustrates the containment sequence observed 
in the identity-resilient Zero Trust configuration. The 
sequence shows how a compromised identity attempt was 
evaluated, marked for revocation or quarantine, and then 
denied in subsequent access attempts. This supports the 
interpretation that identity-resilience controls prevented 
sustained compromise after misuse was triggered. The 
sequence shows how a compromised identity is evaluated, 
revoked or quarantined, denied in subsequent access 
attempts, and prevented from achieving sustained 
compromise. 

Even when compromise was successful, availability 
remained high under the perimeter-based architecture 
because there was no enforcement mechanism that limited 
request processing. However, this apparent availability was 
coupled with a complete loss of security, highlighting the 
limitations of interpreting availability in isolation. In the Zero 
Trust-aligned architectures, availability was affected during 
attack and containment windows as unauthorized requests 
were blocked per policy. This effect was most visible in the 
identity-resilient setup during containment, where 
revocation and quarantine actions were intentionally used to 
limit access. These results show a security–availability trade-
off which is especially important for national connectivity 
infrastructure. 

 

 

 

 

 

 

 

 

 

 

 

Table 6. Operational metrics and containment observability 

Architecture Scenario Availability / request-
success rate 

Availability 
degradation 

Containment 
observed 

A perimeter All scenarios 100% 0% Limited 

B zero trust Attack scenarios 0% 100% Limited 

C zt identity 
resilience 

Containment 
scenario 

0% 100% Observed 
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Here, availability was measured as the request-success 
rate during the attack and containment execution windows. 
The perimeter-based architecture maintained a 100% 
request success rate, corresponding to 0% availability 
degradation, because no enforcement mechanism restricted 
request processing. The Zero Trust-aligned configuration 
reduced request success to 0% in attack scenarios, 
corresponding to a 100% degradation in request success for 
unauthorized requests. The identity-resilient configuration 
also showed a 0% request success rate during the 
containment scenario, corresponding to a 100% degradation 
in request success for quarantined or unauthorized requests. 
This reduction should be interpreted as intentional policy-
driven denial rather than infrastructure failure. 

4.5 Summary of results 
Overall, the results support H1 and H2, demonstrating 

that Zero Trust-aligned enforcement decreased both attack 
success and lateral propagation compared to the perimeter-
based baseline. Further, the results are consistent with H3: 
the identity-resilient configuration did not allow sustained 
compromise across the evaluated scenarios. H4 is partially 
supported because Zero Trust and identity-resilience 
controls reduced request-success rates during enforcement 
windows. The observed request-success degradation was 
100% for both the Zero Trust-aligned and identity-resilient 
containment configurations for unauthorized or quarantined 
requests. This trade-off resulted from intentional policy 
restriction rather than infrastructure failure. 

5. Discussion 
The results are discussed with respect to the four 

hypotheses and the overall goal of evaluating identity 
resilience as a complement to Zero Trust in cloud-native 
telecom control-plane environments. This comparison of 
perimeter-based and Zero Trust-aligned architectures shows 
that applying enforcement at the identity level greatly affects 
the outcome of a compromise. This is consistent with 
previous work on Zero Trust deployment in telecom and 6G 
scenarios, which focuses on authentication, authorization, 
scalability, and orchestration complexity but generally lacks 
empirical evidence on how compromised identities affect 
attack success, propagation, and service behavior. The results 
are consistent with H1, in the sense that Zero Trust-aligned 
security reduced identity-driven attack success relative to the 
perimeter-based baseline. In all the scenarios we considered, 
compromised identities could access protected control-plane 
services under the perimeter model. Zero Trust-aligned 
enforcement, in contrast, reduced successful compromise by 
requiring explicit authentication and authorization for 
service interactions. But the residual success observed in the 
administrative compromise scenario shows that Zero Trust 
doesn’t completely eliminate identity risk under static 
credential lifecycles. This is in line with theoretical 
discussions that describe Zero Trust as a model of continuous 
verification and containment, rather than as a complete 
prevention mechanism. 

The findings also provide further support for H3 by 
demonstrating that identity-resilience mechanisms 
prevented persistent compromise in the scenarios tested. The 
identity-resilient configuration used shorter credential 
lifetimes, revocation logic, token validation, and quarantine 
enforcement to reduce the window of opportunity for 
compromised identities to be used. This implies that the effect 
of identity lifecycle governance can be material on 
compromise consequences in the simulation environment 
evaluated. The current results suggest that relatively simple 

resilience-oriented controls can provide practical security 
value without additional architectural complexity, compared 
with adaptive Zero Trust approaches that use machine 
learning or blockchain-based policy optimization [18]. The 
results also support H2, showing that Zero Trust-aligned 
enforcement reduced lateral movement after a compromise. 
In the workload identity theft scenario, the perimeter-based 
architecture had overall internal reachability, while the Zero 
Trust configurations reduced the observed blast radius to 
zero. This is consistent with criticism already leveled against 
perimeter-based security in software-defined telecom 
environments, where internal trust assumptions can be 
unsafe once access is granted. Existing work on SDN-based 5G 
security focuses on centralized control and fine-grained 
enforcement. However, these approaches may still be limited 
if internal identities are implicitly trusted [19]. 

These observations are relevant for open and 
disaggregated telecom architectures such as O-RAN and 
future 6G systems. Multi-layered and multi-vendor trust 
boundaries are the basis for hybrid Zero Trust models for O-
RAN, while the increasing complexity of trust relationships in 
open RAN ecosystems is reflected in federated learning-based 
approaches [20,21]. The survey and threat analysis on O-RAN 
also identify openness, exposed interfaces, and orchestration 
complexity as important risk factors [22,23]. We provide 
system-level evidence here that identity compromise can 
impact reachability and enforcement behavior, and that 
identity-resilience controls can mitigate sustained exposure 
in cloud-native control-plane settings. The results partially 
support H4, showing that Zero Trust and identity-resilience 
controls reduced request success during enforcement 
windows. The observed request-success degradation was 
100% under the Zero Trust-aligned and identity-resilient 
containment configurations for unauthorized or quarantined 
requests. This reduction should be viewed as policy-driven 
denial, not infrastructure failure. Thus, the availability results 
also show a security-availability trade-off: more containment 
reduces attacker reachability but may also reduce service 
accessibility during enforcement. Similarly, prior cross-layer 
security work on 5G/6G network slicing points out that the 
SDN, NFV, and AI-based controls need to balance enforcement 
with operational continuity [24].  

Table 7 compares representative studies with the 
present work to put these findings into context of the existing 
Zero Trust and telecom security research. The comparison 
indicates that prior work has predominantly focused on 
conceptual trust models, architectural surveys, or adaptive 
policy optimization. This study presents scenario-driven 
evidence on the impact of identity compromise on attack 
success, lateral movement, and availability behavior in a 
simulated telecom control-plane environment. The results 
have potential implications for national connectivity 
infrastructure, but should be interpreted in the context of the 
simulated telecom control-plane environment's controlled 
scope. Telecom control planes support functions critical to 
economic continuity and public safety; therefore, identity 
compromise in such environments could pose systemic risk. 
But the results cannot be interpreted as direct proof of 
production-network behavior. Instead, they argue that Zero 
Trust access control can benefit from explicit identity-
resilience mechanisms that limit the temporal and functional 
scope of compromised identities. The availability effects 
observed during containment also underscore the need for 
resilience-conscious operational models, such as scoped 
revocation, degraded-mode operation, redundant service 
paths, and controlled recovery procedures. 
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The evaluation was performed in a simplified cloud-
native simulation environment, so the results should be 
considered as controlled experimental evidence, not as direct 
evidence of production telecom behavior. The testbed 
captures identity-mediated service interaction, policy 
enforcement, lateral movement, and containment behavior. It 
does not reproduce the full scale, heterogeneity, vendor 
diversity, roaming dependencies, regulatory constraints, or 
operational complexity of national telecom networks. 
Therefore, results are best interpreted as evidence of 
architectural trends in controlled conditions, with real-world 
deployment requiring further validation in production-scale 
or operator-grade telecom testbeds. From a policy and 
regulatory perspective, the findings suggest that identity 
lifecycle management should be considered alongside 
traditional network security controls when assessing the 
resilience of national connectivity infrastructure. And for 
cloud-native telecom control planes, resilience guidance may 
need to emphasize short-lived credentials, fast revocation, 
scoped quarantine, least-privilege service identities, and 
auditable policy enforcement. Since this study is based on a 
controlled simulation, these implications are considered 
design considerations rather than prescriptive regulatory 
requirements. In future work, the approach should be 
validated in larger and more heterogeneous telecom 
environments. Key extensions are inter-operator and 
roaming scenarios, production-scale traffic conditions, 
variable detection delays, deterministic recovery workflows, 
latency and throughput measurements, and integration with 
adaptive enforcement mechanisms.  

6. Conclusion 

This study investigated identity-based security behavior 
in a simulated cloud-native telecom control plane 
environment. The evaluation analyzed the behavior of 
compromised identities under perimeter-based security, 
Zero Trust-aligned security, and Zero Trust with basic 
identity-resilience mechanisms. The findings suggest that the 
repercussions of identity compromise are substantially 
different depending on the security posture adopted. The 
evaluated simulation showed that perimeter-based 
architecture enabled compromised identities to access 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

protected control-plane services while the Zero Trust-aligned 
architecture greatly reduced attack success and lateral 
propagation through explicit authentication and 
authorization. In the tested scenarios, sustained compromise 
was further constrained by the inclusion of basic identity-
resilience mechanisms, such as shorter credential lifetimes 
and revocation or quarantine controls. This suggests that 
identity resilience can be a significant complement to Zero 
Trust in cloud-native telecom control-plane environments. 
But the results should be considered as controlled simulation 
evidence rather than direct evidence of behavior in 
production national telecom infrastructure. The availability 
effects observed during containment also suggest that 
security enforcement can have operational trade-offs, with 
100% request-success degradation observed during Zero 
Trust and identity-resilient enforcement windows for 
unauthorized or quarantined requests. Therefore, future 
work should evaluate identity resilience in larger and more 
heterogeneous telecom environments, including inter-
operator and roaming environments, production-scale 
testbeds, deterministic containment and recovery models, 
latency and throughput effects, and integration with adaptive 
enforcement policies. Operationally, the results indicate that 
telecom security architectures should consider identity 
lifecycle management, Zero Trust enforcement, and 
continuity-preserving containment mechanisms as 
interconnected design concerns. 
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Table 7. Comparison of identity-centric Zero Trust approaches in telecom security and their evaluation scope 

Literature Primary Focus 
Treatment of Identity 
& Zero Trust 

Evaluation 
Approach 

Key Results / Comparative Insight 

Yongjun Ren et 
al. [5] 

Zero Trust 
architectures for 
future telecom and 
6G networks 

Controller-based 
authentication and 
authorization with 
scalability focus 

Architectural survey 
and systems 
discussion 

Indicates architectural needs of Zero Trust in 
telecom but does not assess how identity 
compromise relates to attacks and service 
disruption. 

Hongzhaoning 
Kang et al. [9] 

Zero Trust theory 
and trust 
modelling 

Identity as 
continuous 
verification; 
compromise remains 
possible 

Conceptual survey 
and theoretical 
analysis 

Finds that Zero Trust limits but does not stop 
identity abuse; does not empirically validate 
compromise outcomes. 

Abdulrahman 
K. Alnaim [18] 

Adaptive Zero 
Trust using AI and 
blockchain 

Identity treated as an 
optimizable policy 
element 

Simulation with ML-
driven metrics 

Shows that adaptive policy mechanisms can 
improve enforcement efficiency, but does not 
directly evaluate identity lifecycle resilience or 
availability trade-offs. 

This study 

Identity-centric 
security behaviour 
in telecom control 
planes 

Identity as the 
primary trust 
primitive, extended 
with lifecycle 
resilience 

Scenario-driven 
simulation of a 
cloud-native 
telecom control-
plane analogy 

Shows that (i) perimeter security allows for 
complete compromise, (ii) Zero Trust 
substantially reduces attack success and 
propagation of attacks, and (iii) basic identity 
resilience mechanisms prevent sustained 
compromise with observable trade-offs in 
availability in the process of being contained. 
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